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GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering — SEMESTER - 6 (NEW) - EXAMINATION — Winter-2024

Subject Code: 4361601

Subject Name: Cyber Security and Digital Forensics
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Attempt all questions.

Make Suitable assumptions wherever necessary.
Figures to the right indicate full marks.

Use of simple calculators and non-programmable scientific calculators are permitted
English version is authentic.

Answer All Questions
1) What is Information Security?
ii) List Types of hackers
iii) What is the default username and password for kali Linux?
€35 Usllell ocllod A
) sl Risyll g 82
i) @sUeti UsIAedl A€l quil
iii) kali Linux HI S1§le2 YovalH A uidsS 9f Sl 87
Describe CIA triad with example.
CIA triad G£LS0L A1 ¥Hoxdl
Explain MD5 hashing algorithm
MDS5 hashing algorithm 2H1dl
OR
Explain SHA algorithm
SHA algorithm ¥Hdl
What is virus? Explain Virus Life cycle.
AU Q B2 dlUs(] dles ULASE AH2d).
Answer All Questions
i) Difference between Private key and Public Key cryptography

i) Define database forensics and list different kind of activities performed

during database forensics.
€35 Usllell ¥l 4 14)
i) Private key and Public Key cryptography d«i| dgldd %alidl

i) Database Forensics il calul 241U) 44« Database Forensics e2/(Halel 514

wLddl (alae ugldaleil 1l eul
Explain proxy server in details and why we need it?
Proxy server [aN ¥quesicl w4 1L 412 defl %eRUld 872

OR
Define: Trojans, Rootkit, Backdoors, Keylogger
cy[wl ¥ : Trojans , Rootkit, Backdoors, Keylogger
Answer All Questions
1) Write advantages and disadvantages of firewall.
i) List critical steps in preserving digital evidence.
€35 Usllell oscllod Al
i) Firewall «li §14&l 4o AR§ 1AL wQlIdl.
i) (S Yrdlla A1Addl Hizell Hecd Yl udld d)sfl A€l wistid).
Explain IP Security Architecture.
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IP Security Architecture yHldl
List out various types of cybercrime and explain anyone.
ULSER $IEHAAL USR] AUl el S1EURL A S (cQ] Yuoxtdl
Define Web Jacking, Data Diddling, Dos Attack and DDOS Attack
e [wl ¥ [U): Web Jacking, Data Diddling, Dos Attack Wl DDOS Attack
Explain Main in the middle attack with suitable examples.
Main in the middle attack 194 G&LSA3L 18] YHxtell.
OR
Explain Salami attack in detail
Salami attack qH1dl
Define Cyber bullying, Phishing, spyware and logic bomb
Cyber bullying, Phishing, spyware and logic bomb =il c[u=1] 24 [U).
Explain ransomware in detail?
Ransomware [d€] (dd1yds uHexidl
List out any six basic kali Linux commands.
kali Linux il $16URL € YNe{d sH IS quil
Explain Zero day attack with example
Zero day attack G121 A 1] Auoxd)
Explain Remote Access Tools and how we protect system from RAT?
Remote Access Tools 4421dl 24al 5dil Ild w1UQl RATE] system <f 2818l 53]
2514 82
OR
Describe Hacking, Blackhat, and White hat hacker in short.
Hacking A4 Blackhat 4ol White hat €52 (AN gsHi dquo1dl
What is Port Scanning? Explain any two port scanning techniques.
Port Scanning 2} 872 518Ul & Port Scanning 2Seils 4H%ldl
Explain the hacking process in detail.
Hacking HI2{l U5l (dcllRyds qHextdl
Write Locards’s principal and explain how it is related to cybercrime?
Locards’s principal @W] 4a d URIMR 5164 A1 3cl Id Aoildd B d 4Hdl?
What is software forensics? How it is contributing in cybercrime?
Software forensics 2 87 d AU s1oHHI 3d] d AldLeled W] 6] 87?
Explain in detail: Drive imaging, Chain of custody and hash values
Drive imaging, Chain of custody and hash values [d2dRyds qudl.
OR
Explain four stage of malware analysis in short.
Malware analysis «il A2 do{sS134)al 25U yH1d).
How does network forensic functions?
Network forensic 3l 31d 51 53 87
Explain digital forensic investigation process
Digital forensic investigation =il W[5l 44l

03

04

07

03

04

07

03

04

07

03

04

07

03

04

07

03

04

07



