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1.  Attempt all questions.
2 Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4.  Use of simple calculators and non-programmable scientific calculators are permitted.
5 English version is authentic.
Marks
Q1 @ | Give comparison between Public key and Private Key 03
cryptography.
weil | () | Public key and Private Key cryptography 422l dsldd siul. 03
(b) | Explain CIA Triad in detail. 04
) | CIA Triad AHomAl. oY
(©) | Explain Md5 algorithm steps. 07
®) | Md5 SAURAHAL Y2ALL BHMAL, 09
OR
(© | List inventors of RSA. Write steps of RSA algorithm. 07
®) | RSA <l 2llasidl 41£] 11l RSA LM AL 2204, vl 09
Q2 @ | Define: Firewall. List limitations of firewall. 03
w2 | ()| oqe[id s2i: Firewall. Firewall <il #aleizti<dl 21EL otial. 03
(b) | Sketch IPsec Tunnel Mode and Transport mode. 04
Y | IPsec Tunnel Mode i< Transport mode < 25 53l. oY
(© | Explain various types of Active & Passive attacks in detail. 07
) | [a[45 us12-1L Active 21 Passive attacks < [A91d412 4Bl 53, 09
OR
Q2 @ | Define: Digital Signature. Also discuss various application areas 03
of Digital Signature.
w42 | (=) | equqifid 521 Digital - Signature.Digital Signature<l [A[aa 03
w[letseed Bl upL AL 520
(b) | Differentiate HTTP & HTTPS. 04
) | HTTP 21 HTTPS 422l dsldd 2Aul. oY
(© | Define: Malicious software. Explain Virus, Worm, Keylogger, 07
Trojans in detail.
® | eruqlid s21: Malicious software. Virus, Worm, Keylogger, 09
Trojans < (4214412 AHAl.
Q.3 @ | Define: Cybercrime. Also discuss needs of Cyber Law. 03
w3 | ()| equlid 521 Cybercrime. Cyber Laweil sx3(41dl (A2 v 23l 53, 03
(b) | Explain Cyber spying and Cyber theft. 04
) | Cyber spying and Cyber theft «#4l. oY
(©) | Explain article section 66 of cyber law. 07




(®) | Cyber Law-il sa# 66 A1™Al. 09
OR
Q.3 @ | Explain Cyber terrorism. 03
w43 | (#) | Cyber terrorism A4l 03
(b) | Explain Cyber bullying & Cyber stalking. 04
) | Cyber bullying & Cyber stalking A#Al. oY
(©) | Explain article section 67 of cyber law. 07
(%) | Cyber Law-il $a4 67 A#MAl. 09
Q.4 (@ | Discuss types of Hackers. 03
wed | (@) | gsAdL uslRlel A0 52 03
(b) | Explain RAT. 04
) | RAT Audl. oY
(©) | Explain Five Steps of Hacking. 07
) | 5ol wia wav duHmAl, 09
OR
Q.4 @ | Explain Brute force attack. 03
w4 | () | Brute force attack 4HoAl. 03
(b) | Define: Vulnerability, Threat, Exploit 04
() | equqifid 521 Vulnerability, Threat, Exploit oY
(© | Explain any three basic commands of kali Linux with suitable 07
example.
) | kali Linux <l SI5URL B sHLes Gelel plduumal., 09
Q5 (@ | List the branches of Digital Forensics. 03
w5 | () | Digital Forensics<l sivtisticl 242 oidial 03
(b) | Discuss Locard's Principle of Exchange in Digital Forensics. 04
(Y | Digital ForensicsHi @ista<l [Alamel [agiid«il 221 521, oY
(©) | List the critical steps in preserving Digital Evidence. 07
(® | Digital Evidence 1294l Hi2l HeseaAl WIAALBAL ALl o1l 09
OR
Q5 @ | Explain Malware forensics. 03
w5 | () | Malware forensics “Ho4l. 03
(b) | Explain why CCTV plays an important role as evidence in digital 04
forensics investigations.
(0 | Digital Forensics dulzui yidl d<ls CCTV L W2 Heeadl &fRst | oy
Moy €9 d UHMAL
(©) | Explain phases of Digital forensic investigation. 07
® | Digital forensic dula«l dsissiuil dHmal. 09




