Seat No.: Enrolment No.:

GUJARAT TECHNOLOGICAL UNIVERSITY

Diploma Engineering — SEMESTER - 6 (NEW) - EXAMINATION — Summer-2024

Subject Code: 4361601 Date: 14-05-2024
Subject Name: Cyber Security and Digital Forensics
Time: 10:30 AM TO 01:00 PM Total Marks: 70

Instructions:

1.  Attempt all questions.
2. Make Suitable assumptions wherever necessary.
3. Figures to the right indicate full marks.
4.  Use of programmable & Communication aids are strictly prohibited.
5. Use of non-programmable scientific calculator is permitted.
6.  English version is authentic.
Q.1 (@) Describe CIA triad with example. 03
sl @) Gele UL CIA (AYels] alel 53, 03
(b) Explain Public key and Private Key cryptography. 04
) ylogs sl ua uigde sl [stelauLsl Auedl. oY
(© Explain various security services and security mechanism 07
® (Y2l Uldy A RSYRE] Adeflovm AHomd). 09
OR
(© Explain MD5 hashing algorithm. 07
(5 MD5 &[2o1 AN RerH AHdl. 09
Q.2 @) What is firewall? List out types of firewall. 03
sz ) 51416 9] 82 dell USRIl ALEl A1), 03
(b) Define: HTTPS and describe working of HTTPS. 04
) ul[dd 5L HTTPS sl HTTPS el Sls] dRisi 52). oY
(© Give explanation of active attack and passive attack in detail. 07
(5)  Active attack ol passive attack {l [Alddl 12 4HEA] 24[U). 09
OR
Q.2 @) What is digital signature ? Explain digital signature properties. 03
usl2 &) Digital signature 2 87 deil dlaH uHosdl. 03
(b) Define : Torjans , Rootkit ,Backdoors , Keylogger 04
) ANAIR 5: 1%, 2512, AsSIA, SR o¥
(© Explain Secure Socket Layer. 07
()[R M52 QU Yuodl. 09
Q.3 @) Explain in detail cybercrime and cybercriminal. 03
U3 ) HIUGIR SIS W AR [$HlAd o (dalddlR qHdl, 03
(b) Describe cyber stalking and cyber bullying in detail. 04
©) AU RS WA UM WL o qQlel 531, oy
© Explain Property based classification in cybercrime. 07

(5)  UIRAMR SISHHLVIUST 618 salS1 Ut dHosdl. 09
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OR
Explain Data diddling.
52l [Ss(eat ¥Hzal.
Explain cyber spying and cyber terrorism.
AURIMR QUL Wl HLRIMR AT AHl,
Explain article section 65 and section 66 of cyber law.

URIGR SRl S8H 65 Wl $GH 66 YU,
What is Hacking? List out types of Hackers.

&(591 2} B7? &5dell USR] ULEL Wi,
Explain Vulnerability and 0-Day terminology of Hacking.
&[591{] AeyA6i]12] U 0-(ed Uil URHINL MMl
Explain Five Steps of Hacking.
S[530e11 Ui R0 YHoal.

OR
Explain any three basic commands of kali Linux with suitable
example.

16 (A1 sYeil SISURL AR AALS SHIeS ALY GeleWL 118
qHendl.
Describe Session Hijacking in detail.

AUt Sl (5e] (coldalR alel 53,
Explain Remote Administration Tools.

Rulle AN s [eA221el 2641 AHx1dl.

Explain Mobile forensics.

Hlu1oE §1R(c4sd YHowd).
What is Digital forensics? Write down advantages of Digital
forensics.

[Slowed 1R[54 Q) B? [S[ed s[5l slAel) qul,

Describe in detail Locard’s Principle of exchange in Digital
Forensics .

(S2ed S13 (15U Hi AlSISel (Mfeud v\ s W&o
[AoldalR dRlel 53).

OR
Explain Network forensics.

Aeds S1AR15U AHMA).

Explain why CCTV plays an important role as evidence in
digital forensics investigations.

(S(wed R[S dUldHi Y1dl dE CCTV AL UL

Hecdsil ¢ HS1 ¢Hosd & d Al
Explain phases of Digital forensic investigation.

(Slexed 813 [c4S dUldell AL SSIu) YHodl.
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