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Q-1 Answer Following Questions                                                                            [10]                                                              

(a) Explain various security attacks, mechanisms, and services associated with each 

layer of the OSI model. 
[7] A CO1 

(b) Describe CIA triad with example. [3] U CO1 

OR 
Q-1 Answer Following Questions                                                                            [10]                                                              

(a) Explain MD5 hashing and Secure Hash Function (SHA) algorithms. [7] A CO1 

(b) Explain Public key and Private Key cryptography. [3] U CO1 

 

Q-2 Answer Following Questions                                                                             [10]                                                              

(a) Explain working of packet filter and application proxy. [7] A CO2 

(b) What is authentication? Explain different methods of authentication. [3] U CO2 

OR 
Q-2 Answer Following Questions                                                                             [10]                                                              

(a) Explain different types of malicious software and their effect. [7] A CO2 

(b) What is firewall? List out types of firewalls. [3] U CO2 
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