Foundation of Blockchain (4361603) - Summer 2024 Solution (Gujarati) by Milav Dabgar

yed 1(H) [3 d1el]
Distributed ledger systems 1 GuldIHi ddi-I SIRJIEIAT AHAd].

¥dIGL:

26id: Distributed Ledger Systems i1 SIJI€IA

SIJAEI qeid

viRelRidl oigl dseiPill transaction history w1 215 ©
&l Cryptographic j28&il 95e1s M

[Gs-ls2el s ¥ [Foter vH2dl [Fssadid [cig 2l
BHuRadladi Jisdl confirm &1 uss) records cigdl 2isidl il

443l gls: "T-S-D-I" (Transparent, Secure, Decentralized, Immutable)

yed 1(ci) [4 d1el]
«vifRid s2i: 1) Blockchain 2) Distributed systems

¥AdIGi:

261d: HuA cIvAIAI

2IGE AIuyl
Blockchain Transaction data &21ddi blocks -l chain, cryptographic hashes gl2i %isikid
Distributed Systems 24 computers o network ¥is single system d?1$ siH s2¢

Yu digifeisdiil:
e Blockchain: Hash pointers, consensus mechanisms, A4 merkle trees diu2 &

e Distributed Systems: Fault tolerance, scalability, 244 resource sharing

4u3 2ls: Blockchain Hi2 "Chain-Hash-Consensus", Distributed 412 "Network-Independent-Together"

sed 1(s) [7 21e1]
Blockchain network 43 CAP theorem dgeiai.

¥dIGL:

26id: CAP Theorem i1 g2si
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erend qgeid
Consistency gl nodes A ¥ data YA ©
Availability System siid 28 &

Partition Tolerance

disld:
[

Consistency

Network failures ©di s s2 €

CAP

Availability

Bitcoin C+P 4 Yigi— AN

s2dls systems A+P uig s2

13

YUl YA

e Trade-off: 3 Hiell Hi5 2 properties ¥is a2l Hnd] 2Isi

Blockchain zicei
6iell nodes Uid M4 ledger
Network accessible 2& &

Node disconnections ¥ 2ig 2¢ &

Partition Tolerance

Blockchain H12

e Blockchain Choice: HizlaiiH1 blockchains Consistency + Partition Tolerance uRi€ s2 &

e Gelel: Bitcoin 2122410 34 unavailable 614l 215 el consistency w1014

Hu2l gls: "CAP-2-out-of-3" (3 Hiell sig uwl 2 Properties uRig s?i)

yed 1(s) OR [7 d)ei]

Blockchain network l GuailBidiAl 1€l Gid1di A4 A4¥dl.

¥AdIGi:

26id: Blockchain Applications

Application
Cryptocurrency
Supply Chain
Healthcare
Voting

Real Estate

CTE

Digital money transactions
GeuleAl 4 origin 2l track s2q
yleid patient records
yieeil elections

Property ownership records
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YU SIAEIAIL
o UREelRldI: ¢i¢ll transactions ASHPIAIA gRHIA
* Yeail: ©dfUs] 2 cryptographic el
o siRIgMdI: HeaellA] A4 vk el21s]

443 gls: "C-S-H-V-R" (Crypto, Supply, Health, Vote, Real estate)

yed 2(H) [3 d1el]
Permissionless blockchain dl caivai s2i 44 24414,

SdIGH:
JIvIl; As blockchain ai siguel @lsd S~<ld Adifasi2lH] udi42il gs12 ci191 def 215 .

26id: Permissionless Blockchain -l diaif@isdii

dialeisdi geid

vjcdl ueiy siguel join 53l 44 191 ad 215 ©
& usieil Gi¢ll transactions 1é2Hi verifiable €
[G5-<lga sig $< [Fixel Hdl el

Yy diafCisdiii:

e Consensus: Proof-of-work 12idi proof-of-stake diu2 &

e Gelsell: Bitcoin, Ethereum mainnet

42l gls: "Open-Public-Decentralized" (OPD)

Med 2(6l) [4 3e1]
Blockchain A1 data structure «l 11s/d €121 214 2ifgidui 2u%dl 1.

¥dIGL:

Jigld: Blockchain Data Structure

s + Pocomonmoonaomaoooos + e +
| Block 1 | | Block 2 | | Block 3 |
| e | e | e |
| Previous Hash: 0 |--->| Previous Hash: H1 |--->| Previous Hash: H2 |
| Merkle Root: MR1 | | Merkle Root: MR2 | | Merkle Root: MR3 |
| Timestamp: T1 | | Timestamp: T2 | | Timestamp: T3 |
| Nonce: N1 | | Nonce: N2 | | Nonce: N3 |
| Transactions: TX1 | | Transactions: TX2 | | Transactions: TX3 |
A ocomooooooooooooos + A ocooooooaaoooonoos + Pocoooooocaooonoos +
v e2si
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e Previous Hash: Blocks 4 2is12 1S € 44 chain 6i1d €

e Merkle Root: Block Hi 6ial transactions i dIRi2l

e Timestamp: Block S22 Gi-1] d 244

e Nonce: Proof-of-work HI2 ASdIR dluRid] AHIiSSI

Hu3l 2ls: "P-M-T-N" (Previous, Merkle, Time, Nonce)

yed 2(s) [7 dpei]

Blockchain A1 core components 1 21u%dl 2ida 2Higld 2412 41l

¥AdIGi:

26id: Blockchain 1 §u g2si

€2S

Blocks

Hash Functions

Merkle Trees

Consensus Mechanism

Digital Signatures

iul§f?|: Merkle Tree Structure

c

S

Data containers

Digital fingerprints ci41dq|

Transaction summaries

Agreement protocol

Identity verification

(Y2

4

Transaction Hifad] 2212 s2dl

Data integrity ¥[4[2id s2dl

siigH verification

491 blocks validate s2d|

Transactions authenticate s2dl

Root Hash

Hash

-

Hash

Transaction

YUl YA

I

Hash

Hash CD

-

Hash

N

Hash

Transaction

Transaction C

Transaction D

o YuRad-ladi: Hash functions ©seis 2liel 2isi i 6i41d &
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o siRIgHdI: Merkle trees 235Ul verification HI2 U2di-2il 414 &

e [ds-glser: Consensus mechanisms s 2idid €2 s

43 gls: "B-H-M-C-D" (Blocks, Hash, Merkle, Consensus, Digital)

yed 2(1) OR [3 de]

\

Permissioned blockchain -l caivl s2i 44 44¥dl.

¥dIGL:

28

IWIIL; ¥is blockchain i ¢1191 dal HI2 2114 AdifEsil-] 2ure udi4oil4] 32 sia ©.

26id: Permissioned Blockchain 4l diaif@isdidii

digfeisdi
uldeildd usiu
Wi42il Network

s~dlsd [F2isel

Yy diafCisdiii:

(4
qeid

Dol A[Eisd users &Pl e 215 &

[42i[5id membership

2l1i4 i@l permissions cld2lifid s2 &

o Jliudladi: 2ideHeild data Hi2 dgiRdl dpwddl

e yeaid: 21i©l validators 4 si20 255Ul transactions

e GelsRell: Hyperledger Fabric, R3 Corda

443 gls: "Restricted-Private-Centralized" (RPC)

yed 2(ci) OR [4 d)el]

Wallet 1 usi2 blockchain 1 2igeidi 244Mdi. dHY Aissa 3RAUId HI2 Wallet uzie s2dl duid e144i ddidl

uRcinidl aui s2i.
SdIGH:

26id: Blockchain Wallets 1 usi2i

Wallet usi

Hot Wallets

Cold Wallets
Hardware Wallets

Paper Wallets

yiedild1 uReii:

qeid

Internet d1ei isIAd
Offline storage
ciifds devices

odl keys
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o el ¥3RAIdI: G YR Gidd? el %32 uIS &
o GuldIHl dladH: [Fafd Guaiol hot wallets 4 d2501 52 ©

o ds-dls] selndi: 213AId1A1 HIZ2 d20) wallets

43l gls: "H-C-H-P" (Hot, Cold, Hardware, Paper)

yed 2(s) OR [7 ﬂl!I]
Sidechain 4 Aidd iigld a2l [Garddi auwdi.

¥AdIGi:

QIIWII: As AHd2l blockchain % two-way peg diuzld parent blockchain 212l sisidid €.

Jigld: Sidechain Architecture

Smart Contracts

/—> Two-Way Peg |« »  Sidechain > (cileie > Privacy
Main Chain
\> Bitcoin/Ethereum syl
26id: Sidechain A1 glA€IA]
SI”AEI qeid
Hiudladi Main chain U24i dis €21$ €
waIRilddi 4d] features ¥y2(aid 2ld test s2 &
[afeie siai s22H applications
Interoperability [dfder blockchains A s &
Yy ugldi:

e Two-Way Peg: Chains 43 asset transfer HI2 u2di42{] AU &
® SPV Proofs: Simplified payment verification

* Federated Control: cig[dd parties transfers § cugeiiu4 s2 &

42l 2ls: "S-E-S-I" (Scalability, Experimentation, Specialized, Interoperability)

yed 3() [3 dyel]

Blockchain network Hi transaction i 2iceisi "Confirmation" 314 "Finality" 4 cavaifRid s?i.
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¥dIGi:

26id: Transaction States

2IGE vl
Confirmation Transaction block 4l Gu2 cid1g12idl blocks Al vl
Finality i transaction 24uRad12 64 © d [Gig

Yy YEIA:

¢ Confirmation Count: d¢g confirmations = d¢j &l
e Bitcoin Standard: GluI yciI transactions HI2 6 confirmations

¢ Finality usIRi: Probabilistic (Bitcoin) vs Absolute (S2dis PoS systems)

43 gls: Confirmation 412 "Count-Blocks-Security", Finality 412 "Irreversible-Point"

Med 3(ci) [4 dye1]
Proof of Work 214 Proof of Stake i dsidd 1Iul.

¥dIGL:

26id: POW vs PoS auiiHeil

\llej Proof of Work (PoW) Proof of Stake (PoS)

AA144 Computational power Stake ownership

Energy Use QD] {13

Yradl Hash rate dependent Stake dependent

Rewards Mining rewards Staking rewards

Gelezel Bitcoin, Ethereum (‘;g:i) Ethereum 2.0, Cardano
Yy dsladi:

e ugld: PoW mining diu, PoS validators diu2
o vaigeild AR: PoS dg uaigel-Mx ©

e ydel HA4Ridi: PoS uilais stake %32, PoW hardware %32

443 gls: "Work-vs-Stake" (Computational Work vs Financial Stake)

yed 3(s) [7 dLel]
Blockchain network i igeidi 51% attack 241di.

¥dIGL:
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QIIul; ¥is attack S s ¥ entity network -1 mining power 42id| stake -1 50% 2il dg U2 [H2isel 21U ©.

zulsgfa: 51% Attack Scenario

/ Honest Miners 49% Double Spending

Network Hash Rate

\r Attacker > dicfl Chain ci-id] 215 »  Transaction Reversal
Block
26id: Attack ] gudidi 214 Haied
sél a5 & sil a1sq 2l
uldi4I coins double spend s2q GiliH1 coins izl s
dI¥d?I transactions reverse s2q sg yel Hiall coins ai-idq
issa transactions block s29 Consensus rules ¢edd|
Blockchain fork s2q Private keys 4 access s2dl

2AsAIHAI YdIdi:

o dfdgadeir Mining: cigldg mining pools 4 Yicdied A1ug
e Checkpoint Systems: 2H4id? finality markers

o UIfAs Uicledl: Attacks 4 AHAIGISIRS Gi14d]
ENESEY

» Network [dgiu: 12212 didl [deiy
o ifs qsaild: s2dl [Gaid 244 4

o yd:mifd: Attack 2Hid 2121 Ugsl network AMI=id: 2 21 ©

43l gls: "Majority-Control-Attack" (51% = Majority Control = Attack Power)

yed 3(1) OR [3 ]el]
"Hard fork" 14 "Soft fork" -l caivi 241ul.

¥dIGi:

26id: Fork usI?i
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Fork usi2 vl idIddl
Hard Fork Non-backward compatible protocol change Jridld el
Soft Fork Backward compatible protocol change Jaidld

Yy diafCisdiii:

e Hard Fork: -dl blockchain branch 6i4id €, 6igll nodes - upgrade %33l

e Soft Fork: Rules A tight s2 &, ¥4I nodes ¢%) Ul operate s3| 2I5 &
Gelsreli:
e Hard Fork: Bitcoin Cash i Bitcoin Hi2il (et

¢ Soft Fork: Bitcoin Hi SegWit activation

4u3l 2ls: "Hard-Breaks-Compatibility" vs "Soft-Keeps-Compatibility"
se- 3(ci) OR [4 3[el]
([dfGe1 usi41 consensus mechanisms 1 AI€] Gididi 44 sigf el Bis4 [dordaiR A4xdi.

¥dIGL:

26id: Consensus Mechanisms

ugld geid Energy Use
Proof of Work Computational puzzle solving Gy

Proof of Stake Stake-based validation 413
Delegated PoS Hd AAdl uld[H(&i validate s2 & UGt A1}
Proof of Authority yd-+y validators 2JddH

[GardarR ewgd'l - Proof of Stake (PoS):
ulsar:

e Validator Selection: Stake amount ¥4+ randomization 11¢12
e Block Creation: uic s213id validator -di block propose s2 ©

e Validation: cil1 validators block verify 52 © 214 attest 2 &

AR

e Rewards: Validators fees #4 -dl tokens Hond &

SIIEIAL AHIE energy consumption, g2 centralization risk
4sIi: "Nothing at stake" problem, Uiz(Gis [ddrel 214

Hu3 gls: "Stake-Select-Validate-Reward" (PoS Process)

yed 3(s) OR [7 3jel]
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Blockchain network 1 2iceiui sybil attack audi.

¥dIGi:

QUL s attack i As % 21y network Hi AHAUHIRIAR UaiId Haddl H12 cigfde 4sdl identities cid1d ©.

Jigld: Sybil Attack Structure

Fake Identity 1

/—> Fake Identity 2

Attacker

\b Fake Identity 3

_\
Network
_/

Fake Identity N

26id: Attack ugldii A4 cia1di

Attack ugld
Identity Flooding
Routing Manipulation

Consensus Disruption

Blockchain u: 3HaR:

(4
qeld
geil 4sdl nodes cidigdl
Network paths [42iGid s2dl

Voting Waiifdd s2q

e Network Partitioning: Honest nodes - 4@2I uisdl

* Double Spending: ©dz[slain transactions - ¥l s2dl

e Consensus Failure: Network agreement 212sidq

s ugldii:

e Resource Requirements: PoOW/PoS attacks A Hiell 6idid €

e Identity Verification: KYC/AML (5]

e Network Monitoring: 2isiaus dd- patterns 2lieid|

* Reputation Systems: 214 /12 node behavior track s2q

\

dixdfds Gelsrell:

e P2P Networks: BitTorrent, Gnutella vulnerabilities
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e Social Networks: Fake account creation

¢ Blockchain: Permissionless networks Hi2 2iailcd vidzi

43 gls: "Single-Multiple-Influence" (Single Attacker, Multiple Identities, Network Influence)

Med 4(21) [3 dgel]
"Merkle Tree" ¥4 "Hyperledger" 4 cvaifid s2i.

¥dIGL:

261d: HuA IIvAIAI

_IGE Iwil
Merkle Tree Hashes i binary tree % 6igl transactions - si2iai 2ld aRif2id 52 ©
Hyperledger Linux Foundation gi2l hosted open-source blockchain platform

Yy diafeisdiii:

e Merkle Tree: 2iyel blockchain download saf d212 sizigi verification 2i&iH s2 &

 Hyperledger: Enterprise-focused, modular architecture, cigldg frameworks

43l 2ls: Merkle w12 "Tree-Hash-Efficient", Hyperledger 412 "Enterprise-Modular-Linux"

yed 4(cl) [4 d1el]

Classic Byzantine generals problem 4 [G2IddIR 4u4dl.

SdIGi:

uRfRafd: ciglde generals A 2182 U2 gHdId 2iSEd SY A, U S2dIs €1IcH¥ ¢id 215 ©.

26id: Problem A1 g2si

€28 geid

Generals Network nodes/ai¢aiiofli
Messages Transactions/communications
Traitors gailadiyel/vRicl nodes
Consensus S12J UR 24|

Aieyeld w¥3lRaidi:

e Agreement: ci¢ll WMI[Cls generals i s s12iI [y d

NN
I

e Validity: i ciell wiMifEis generals gH@l 24l HI91 di dAiA gHAl SRdl SIgA
e Termination: Haifed mAMi [Hely dai] sidl wiefA
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Blockchain ¥jpidlddI: gaiig-yel nodes ©di network agreement ¥f[4f2id s2 &

43l gls: "Generals-Messages-Traitors-Consensus" (GMTC)

yed 4(s) [7 d)el]

Merkle tree creation 1 ulsa1 Alou Geleel i Bigld A1 Aa4di.
SdIG:;

ulsAl1 yaIdi:

1. €2s transaction 4 fsdoid 2ld hash s2i
2. Hashes 4 %isl 244 pairs 4 hash s?i

3. ¥is ¥ root hash ciis] 231 Yyl Aig v

Gelseel: 4 Transactions

Root Hash
/ \
Hash (AB) Hash(CD)
/ \ / \
Hash (A) Hash(B) Hash(C) Hash(D)
| | | |
Tx A TX B Tx C Tx D

26id: Merkle Tree I SI”AEIA]

SIJAEI qeid

siRigidl 2iyel data g21R transactions verify s2
Y&l slguel Gigdid root hash A 24212 52 &
Hu-ladl Log(n) verification complexity

Verification (s
e Tx A verify sdl Hi2: Hash(B), Hash(CD), 214 Root Hash %3z
e Path verification: Hash(A) + Hash(B) = Hash(AB)
e Hash(AB) + Hash(CD) = Root Hash

Applications:

e Bitcoin: Block headers i Merkle root &

AUAY

e SPV Clients: Light wallets Merkle proofs diuz &

e Git: Version control system M- structure diu2 €

43l gls: "Hash-Pair-Repeat-Root" (Merkle Tree Creation Process)
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yed 4(21) OR [3 3[el]
Hyperledger projects I [dfde usir-l A1€] ci-idi.

¥AdIGi:

26id: Hyperledger Projects

Project USIR &q

Fabric Framework Permissioned blockchain platform

Sawtooth Framework Modular blockchain suite

Iroha Framework Mobile/web 412 @201 blockchain

Burrow Framework Ethereum Virtual Machine

Caliper Tool Blockchain performance benchmark

Composer Tool Business network development
sieflai:

e Frameworks: 4w blockchain platforms

* Tools: Development i testing utilities

43l gls: "F-S-1-B-C-C" (Fabric, Sawtooth, Iroha, Burrow, Caliper, Composer)

yed 4(ci) OR [4 d)el]
Practical Byzantine Fault Tolerance algorithm [da1ddI2 4u4%di.
%dIGI:

@Ival: Consensus algorithm < 1/3 ¢l nodes UiRIct 2424d1 gHid-YRT ¢l di el 122 2d siH 52 ©.

26id: PBFT Phases

Phase qeid &q

Pre-prepare Primary request broadcast 52 © Consensus 213 s:29
Prepare Nodes validate s2 & 14 broadcast 2 & Proposal verify s2q
Commit Nodes [Hela u2 commit 52 € Agreement finalize s2q

Algorithm waidi:

1. Client primary replica 4 request Hisd
2. Primary pre-prepare message broadcast s2 ©

3. Valid ¢l di backups prepare messages Hisd ©
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4. 2f+1 prepares 4ol Ussl commit Hisd ©

5. 2f+1 commits Houl ugs] execute 2 &
YU JJRIEH:
e Safety: sl vH2idId URRIMHI G s 2l

e Liveness: 31Uz UlRRIHI G~ S2 ©

e Fault Tolerance: f < n/3 w2ici nodes 12 SIH S2 ©

43l 2ls: "Pre-Prepare-Commit" (PBFT i 3 Phases)

yed 4(s) OR [7 d)ei]

"Eventual consistency is evident in the context of bitcoin.” 2A1Ud disad YaI2 s2i.

¥YJIGL:

Iwl: Eventual consistency i 242l © § system 142l d12 consistent 6i-2i, ¢id d 4221 3U inconsistent i,
Bitcoin Implementation:

26id: Bitcoin Consistency Mechanisms

ugld qeid &g

Chain Reorganization dicil chain 12l 25l chain replace s2dl Consensus 10149
Confirmation Delays aigldg blocks HI2 21¢ %idi] [Aaai-lad agird]
Fork Resolution Hiell @icil chain ¥d © el Gsdal

Eventual Consistency e2liadi geail:

1. VAR Forks: 212 6i miners visilel blocks elig &

2. Network Partitions: Ac21 usdl nodes ¥el el views sigf 215 &

3. Double Spending Attempts: [dde blocks Hi 2ien s2di transactions
Resolution ulsar:

e Mining d1g 2¢ &: Miners du-l uzilel chain uz build s2 &

e Longest Chain Rule: Network ailail ag work diail chain 24u-1d &

e Automatic Convergence: Gigll nodes A2 A¢Hd 21 €

wgfﬁ: Fork Resolution
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Block

Block

Main Chain Gi4 €

/—> Block
\>

Block

Yc UM - ¢s] Chain

dicilueli-i yeiAl:

 Probabilistic Finality: dicii confirmation time = a&i2 [Gd-ladl

e dicsilds Consistency dail: 4di transactions d2d final -eil

e Convergence Guarantee: Network 41ui2 As & chain U aieHd 22|

* Time-based Resolution: 24 2112l consistency Y42 &

@gellRs vHARi:

e Merchant Waiting: Payment accept s2dl Uédi confirmations Hi2 21¢ %id]

e Exchange Policies: [d[de 2541 H12 [d[de confirmation requirements

 Risk Management: Transaction value 1i¢i12 speed vs security id[dd s2q

Hu2l gls: "Time-Brings-Consistency" (Eventual Consistency = Time + Convergence)

yed 5(4) [3 2]
ERC 20 A1 SIAEIAT 44|,

¥dIGi:

26id: ERC-20 Token 1 SIAEIA]

SI”AEI qeid
Hi-slszel cigl tokens HI2 AMI= interface
Interoperability cigdl Ethereum wallets/exchanges 2112i SIH 2 €
d2ddl R0 trading ¥4 exchange

YU SIAEIAIL

e Developer Friendly: 200 implementation standard

e Market Adoption: platforms U2 ciys 2ld supported

e Smart Contract Integration: 2120 DeFi integration

"u2l gls: "Standard-Interoperable-Liquid" (SIL)

yed 5(cl) [4 d1el]
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Smart-contract -l working mechanism [daiddiR 2udi.
FUIG:;

26id: Smart Contract Workflow

um@ qeid
Code Deployment Contract blockchain u2 upload s29
Trigger Conditions yd-[aifRd conditions 4 monitoring
Automatic Execution Conditions 4l contract execute &1 ©
State Update Blockchain state modify &1 ©

sii wlBa:

—_

. Development: Solidity/Vyper Hi contract auiq

2. Compilation: Bytecode Hi convert s29

3. Deployment: Blockchain network u2 upload s29
4

. Execution: Transactions 1241 events gl?I trigger 21q

43l gls: "Deploy-Trigger-Execute-Update" (DTEU)

yed 5(s) [7 djel]

Smart-contract 2j ©? Smart-contract -l [deivdi 214 Guaidildi [Go1dalR d4di.

¥dIGL:

QIIwI: Self-executing contracts $-1 terms el code Hi @uidl ¢i €, blockchain u2 AId 9.

26id: Smart Contract [dG2ivdiAl

(G2 qeid

2d1Ad HeaellAl 9212 execute 21 ©
vieeil Code blockchain u2 eI &
sHuRdaddeila Deploy &1 uss| ciedief 2isg eil
[AailRa M4 input 2414 output AU &

aﬂlgf&: Smart Contract Architecture
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Trigger

A 4
A 4

Automatic Execution

A 4

State Changes

Event

Smart Contract

/
\> External Calls

A\ 4

Other Contracts

GuAilidIi:

26id: Smart Contract Applications

&l GuidI Gelerel

Finance Automated lending DeFi protocols

Insurance Claim processing Flight delay insurance

Supply Chain Product tracking Food provenance

Real Estate Property transfers Automated escrow

Gaming Digital assets NFT marketplaces
SIAEIVI;

e siRIgMdI: ©2di processing time 44 costs
e [G21: Trusted third parties -l %32 el
o AUisAld: Hi-dlY @l €2 52 ©
o dfgis ueiy: 24/7 [Gycuil Guaoe
HAEIii:
* YuRadHeiladi: Deployment ussl bugs ls seal yesa
e Oracle Problem: ciig data sources -l %32
e Gas Costs: Execution costs Gl ¢igf 2I5 &
o glRadi: dsls] [Ayeidi ¥32]
Development [daiRel!:

e Security Audits: Deployment uédi Aideas
* Testing: Testnets U2 ®IIys testing
e Upgradability: Updates 412 design patterns

e Gas Optimization: Execution costs g2isdl

443 gls: [GeivdiAi 412 "Auto-Transparent-Immutable-Deterministic" (ATID)

yed 5(2) OR [3 dje]

ERC 20 I IS IAEIAT 4HWdI.
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¥dIGi:

26id: ERC-20 Token I d1RSI”AEIAI

SIRSIAEI qeid

HAilEd siigHdl HIol 6{[21€] token operations

Built-in Security il M1 attacks H12 vulnerable

Gas Dependency Transactions H12 ETH %33
YU HHRUINAI:

e Transfer Haielil: %[2d transfers handle s3] 2isg eil
e Approval Risks: Double spending vulnerabilities

e Network Congestion: Peak times €211 GI2i] fees

43l gls: "Limited-Vulnerable-Dependent” (LVD)

yed 5(cl) OR [4 OJEI]
Decentralized Autonomous Organization (DAO) i Launching H12-1 steps deial.

¥AdIGi:

26id: DAO Launch Steps

u:nci qeid

Concept Design &g 44 governance rules <iwiifJd s2di
Smart Contract Development Governance mechanisms code s?di
Token Distribution Voting rights adal

Community Building AUl A4 contributors Hisvdl

([GardaiR ulsa:

1. Whitepaper Creation: Vision 244 tokenomics 4 document
2. Technical Implementation: Governance contracts deploy s2di
3. Initial Funding: Token sales gIRI capital raise s29

4. Operations Launch: [ds~<]sd operations 213 s2dl

43 gls: "Design-Develop-Distribute-Deploy" (4D Launch)

yed 5(s) OR [7 d)ei]

Decentralized Autonomous Organization (DAO) 2 ? d-I SIJUEIAI A IRSIYEIAI [Ao1ddIR UMl
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¥dIGi:

«Iuil: Blockchain-based organization % u2u212ld management - Gied smart contracts 244 token holders gl
2ildd a1 ©.

26id: DAO Structure

g2s geid skl

Smart Contracts Code Hi governance rules Automated decision execution
Tokens Voting rights 214 ownership disendl apilerR]

Proposals [Rd ciedid] A1l [s214] Community-driven initiatives
Treasury é% funds Resource allocation

aﬂlgf&: DAO Governance Flow

graph TD
A[Token Holders] --> B[Submit Proposals]
B --> C[Community Discussion]
C --> D[Voting Period]
D --> E[Passed SiR dlExecution]
E --> F[Smart Contract Updates]

F --> G[Treasury Actions]

SIAEIAI:

26id: DAO A1 SIAEIAI

SIJAEI qeid EESES

[G5-ls2el [A2ixterd As ¥ [ig el WRIYIR BIUH ©21S &
uRelRidl oigl [Heli blockchain u? geiRd] ¥dIGiER]

df@s apileiRl siguel join 2 215 © [Glaa afesien

siigiMdl Automated execution syl [l implementation
disanél Governance Token-based voting q156il uldf[lec

JRGIAEIAI

26id: DAO Challenges
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JIRSIAEI qeld
ds-ls] sfZddi Smart contract bugs
siqdl AlA(SEdd ¥ywe regulatory status
dsdd AHRAIVI yesd [Aely dg
Token Concentration silvd holders votes control s2 &
Yrall Vulnerabilities Code exploits 2is3 ©
DAO I usIRi:

Investment DAOs: /14[3s investment [d@ll
Protocol DAOs: Blockchain protocol governance
Social DAOs: Community-driven organizations

Collector DAOs: NFT 44 art collecting

Asudidi uReiai:

Ay &d; y-cuIfAd mission 44 goals

HY¥Gid Governance: ¥112s1Rs voting mechanisms
Community Engagement: /(s /¢ ci1dilelR]
ds-ls] reii: Audited smart contracts

siqd] Compliance: d13] usdl %2124 regulatory compliance

digui Gersel:

MakerDAO: Decentralized finance protocol
Uniswap: Decentralized exchange governance

Compound: Money market protocol

cildwad] gl

Regulatory Clarity: [ds(id adi si-4] frameworks
dsls] YuiRiil: cidd: governance tools
Mainstream Adoption: deidl corporate interest

Integration: Hybrid traditional-DAO models

siviy

System failures
Compliance issues
el waild
Centralization v

d1ensly 4sai

Hu2l 2ls: "Decentralized-Autonomous-Organization" (DAO = Democratic Automated Ownership)
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