ol (s 2] 2Aal (S(F2d sikfoisal (4361601) - €101 2024 GSd by Milav Dabgar

yed 1(a) [3 yel]
€25 y2did1 ¥dIG AHII
i) geg¥eld [RisyR2] ¢f &?
%di6: Information Security ¥4 [ Sai A-i[dsd udel, Guaidl, wd2d, [deiu, §2s12 Al [A41212] Y2leid 21U ©.
Yy g2si:

o Jfdudi (Confidentiality): Hi 21[Eisd quieisdil S2i Uid s3] 215

o AuilSddi (Integrity): S2i Aissa 44 adypl 28

o Gudocddi (Availability): %32 us cI2 S21 Hull 215
42l gls: "CIA s2id y2(8id 21u &"

.e \ [ \ N
ii) ésad1 usi2idl A1€l dvii

FUIGH:
E52 USIR [Gazer &g
White Hat Alds dsaf 2120 gRIEl
Black Hat g ds 3H1&d Hg[d
Gray Hat i~ Mgl d22a 3¢
Script Kiddies ¢ldAI tools A1y Haifed geindl

iii) Kali Linux 412 default username i password 2j iy &?

¥dIGL:

e Username: kali

e Password: kali (4dI versions i root/toor 2il 6i€d12))

yed 1(b) [4 d1el]
CIA triad Gelel 12l Hu¥dl

%di6i: CIA Triad 21 information security -1 Uil & SHi 2101 Yu [Rigidi &:
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Rigid vl Gelezel

ofdudi Il i[dsd quRiRIsdiul 21 Ui s3] Password protection,
(Confidentiality) oIS encryption

AvilSddi (Integrity) S2l issa Ui vHuRaldd 28 Digital signatures, checksums
Gudoedi (Availability) 32 US IR S2I Hull 215 Backup systems, redundancy

didlds Gelerel: 6ifSa1 (@M login credentials glR1 2lftdd, transaction verification gl 2A4vilSddl, 44 24/7 didl
gl21 Gudoad ¥10d ©,

42l gls: "CIA Hil&dlH opd sl BH y2laid 21 &"

sed 1(c) [7 3fel]
MD5 hashing algorithm a14edi
%dici: MD5 (Message Digest 5) 4 cryptographic hash function £ % 128-bit hash values 6i41d .

MD5 ulsal siwes:

wig ulsal [Gardi

1 Padding d-e = 448 (mod 512) 6iHldd] bits GH2l

2 Length Addition 64-bit d-2 append sl

3 Initialize IR 32-bit variables a2 s?i

4 Processing Y12 rounds I operations

5 Output 128-bit hash value

Input M je Padding Append Length Initialize MD Buffer Process in 512-bit Blocks 128-bit Hash

Yy daleli:

e [dfgid Output: éveil 128 bits
e is-d2sl: hash 4 original Hi uigy §2d 2isig il

e Collision Prone: 2AisHeIl HI2 ¥de-2ild

H4432l 2ls: "MD5 S214 5-udididi hash Hi GidId &"

yed 1(c) OR [7 djel]

SHA algorithm 4udi
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%¥dI6i: SHA (Secure Hash Algorithm) 21 NSA gi2i [S331g)4 s213d cryptographic hash functions - uRai2 .

SHA dRui-2¥ daI:

2iasel Output Size Block Size Security Level
SHA-1 160 bits 512 bits Deprecated
SHA-256 256 bits 512 bits HY0{d
SHA-512 512 bits 1024 bits Y61 HYGd

—> Final

B

A

Initialize Hash Values

Hash Computation

~__

Process Message Blocks

Message Pre-processing Padding

Compute Intermediate
Hash

Parsing

SHA-256 ulsa:
e Preprocessing: Message 4 padding 44 parsing
¢ Hash Computation: 64 rounds -1 operations

¢ Final Hash: 256-bit output
MD5 s2di SIJEI:

* HwGyd & Collision attacks 114 uldRies
* HIg Output: A2eil HI2 g bits
o 2512 Hids: NIST glRl HgR

4u2l gls: "SHA cigll S214 y(&id 2ld hash s2 &"

ved 2(a) [3 2fel]

dige o 8? il digs A1RASE AHMal.

%d16i: Computer virus A R software & % uldlHl 4sdl 244 programs 42dl files Hi ygl4 ulds(d cid1d ©.
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digRy dids ARISH:

Propagation Triggering
Dormant T Execution

deissidl [doidi:

A

e Dormant: digRy [A[5 28 ©
e Propagation: 1= [@22x4Hi UidIH] 4sd s2 ©

o Triggering: dissa uR(xa (a1l gl alsa 212 ©

AN

 Execution: 2 Yg[dl s2 &

W2l gls: "aig2 i s, sEId, Alg S2, UdId"

yed 2(b) [4 del]
€25 M2didl ¥UIGH A1

i) Private key i Public Key cryptography 42l dgldd selidi

SUIGH:
vl Private Key Public Key
Keys uis < shared key Key pair (public/private)
5S4 %sul encryption ellvl encryption
Key Distribution Yesd A0 [ddrel
Scalability [Gelic networks Hi2 WRIGH A1) scalability

ii) Database Forensics ] calvl 11ul i Database Forensics €2ilI4 s2diHi Hidd] [Afde ugfiii-l 21€l
avuil.

%dI6i: Database forensics i si4l silaiél wi2 [S[¥2d yriai Hngal database systems 1 duli s2 9.
saMi ddl ugfdii:

e Log Analysis: Transaction logs -l dula
* Metadata Extraction: Database structure -l y4:uifid
* Deleted Data Recovery: €2 s2dl records 1 y-+:uifud

e Timeline Analysis: S21 modifications A track s2q

yed 2(c) [7 2]
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Proxy server [d2i 24di 244 211 412 d-l ¥3RAId ©?
%SdIGi: Proxy server i client 44 server g Heaell d2ls siH 52 8, requests 244 responses - forward s2 .

Proxy Server 1[S2se:

Client Proxy Server Target Server
Request
>
Forward Request
>
Response
<
Forward Response
<
Client Proxy Server Target Server
Proxy Servers Al USI2I:
USIR skl Guaiol
Forward Proxy Client-side el Web filtering
Reverse Proxy Server-side Hezieil Load balancing
Transparent Proxy Client 4 A2 Content caching

Proxy Servers -l %3[Rd:

e &l Client IP addresses guid &

e Performance: diRdi2 access s2dIHi ¥idd content cache 52 &
e Control: Traffic A filter 244 monitor s2 &

e Anonymity: duzieisdi- privacy y2(&id 21vi &

SIAEL

DAY

e Bandwidth Saving: Caching g2l traffic ge ©

e Access Control: »[4[:&d sites 4 block s2

AEAY

e Load Distribution: Server requests 4 balance s2 ®

#u2l gls: "Proxy Privacy 244 Performance 4 3j2(gid 21ui &"
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yed 2(a) OR [3 3jel]

«JIvll AIi: Trojans, Rootkit, Backdoors, Keylogger

SdIGH:
Malware yusIR QlIvl
Trojans SIIE™R programs d2ls dei 2édI g software
Rootkit [@i2eHui malware 1 193] guiddi software
Backdoors 21414 authentication - bypass s2di 2fid udel [Gigi
Keylogger Passwords idl keystrokes record s2di software

4u3l Zls: "TRBK - Trojans, Rootkits, Backdoors AISHRI S2dl ¢ "

yed 2(b) OR [4 de]
€25 Y2didI ¥UIG A

i) Firewall 41 SI4€l 244 diSIAEI WelId|.

¥dIGi:
SI™AEI JIRSIAEI
Network Protection Performance Impact
Access Control Configuration Complexity
Traffic Monitoring Cannot Stop All Attacks
Log Generation Maintenance Required

i) SRz yiaiild A1uddi Hizq1 Hecayel didiidl 1€l eiidl.
$dIG:

e Identification: 2ici(dd yiai eligal

e Documentation: yid il [daidi record sdl

e Collection: y2idid y2(&id 2ld Asfid s2al

e Preservation: Y2idiH] 24ui(SddI @10ad]

* Chain of Custody: yidi-1 handling 4 track s24
yed 2(c) OR [7 3jel]
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IP Security Architecture 24edl.
%dIGi: IPSec 4 IP communications Hi2 network layer U security services Yzl uis .

IPSec vIfS2su g2si:

IPSec Architecture

e S

Security Protocols Security Key
ESP - Encapsulatin SAD - Security Association SPD - Security Polic: IKE - Internet Ke:
AH - Authentication Header X e g Y Y v Y
Security Payload Database Database Exchange

Security Services:

Service Protocol siRl

Authentication AH Packet origin A verify s2¢
Confidentiality ESP Packet data 4 encrypt s2q
Integrity Gl Modifications detect s2d|
Anti-replay G Replay attacks - 12sidd|

IPSec Modes:

AEAY

e Transport Mode: 4i> payload 4 protect s2 &

e Tunnel Mode: 2iypl IP packet 4 protect 52 ©
Yu g2si:
e Security Association (SA): Security parameters
e Security Policy Database (SPD): Security policies

¢ Key Management: Automated key exchange

4yl gls: "IPSec 2iyel dld Protection, Security, Encryption A integrate s2 8"

yed 3(a) [3 dpei]
AIRJIGR SITHAI USIRI AUl 24 siduel dis [dei A4wdi
SdIGI:

ARIGIR SIFH USIRA:

e Financial Crimes: Credit card fraud, online banking theft
e Identity Theft: cafsdoid Hifdd] i3]

¢ Cyber Bullying: Online harassment
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 Data Breach: »i4[disd s2I access

Email Bombing ([d21ddi 1u%dl):
Email bombing Hi victim 41 mailbox 244 server resources 4 overwhelm s2di 412 Hi2l HisiHi emails HisAd i 4Id

\

€9,
Attack Process:

e Target Selection: Victim email ui€ s:q
e Volume Generation: ¢12i emails Hisddl
* Resource Exhaustion: Mail server 4 overwhelm s2q

e Service Disruption: Email 4 unusable ci41dq

HH2 gls: "21261R s1ghl Add igigE HAIG O

U 3(b) [4 d)ei]

cIvl AHvl: Web Jacking, Data Diddling, DoS Attack 214 DDoS Attack

%dIGI:
Attack usiR QJIul
Web Jacking Content ciedl4 website U2 2A4[€isd control
Data Diddling Processing uddi Saiq 2A4[€isd modification
DoS Attack Service - unavailable ci-i9dl single source attack
DDoS Attack Target system + overwhelm s2d1 multiple sources attack

Attack Comparison:

DoS ———  Single Attacker

Target

DDoS Attack —> Multiple

yed 3(c) [7 2]

Man in the middle attack aida Gelsel A1 yHWdI.
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%dI6i: Man-in-the-Middle (MITM) attack ci12 2121 € IR AHIsHRISdI 6l Uafl dRi4I communications A dfid 2ld
intercept s2 ¥ relay s2 ©.

MITM Attack Process:

Alice Attacker (Mallory) Bob

Bob 4 Message

>

Intercept & Read

0

Modified/Original Message

>
Alice 4 Response
<
Intercept & Read
Modified/Original Response
Alice Attacker (Mallory) Bob
Attack vsIRi:

UsiR ugld Gelerel
Wi-Fi Eavesdropping Fake hotspots Coffee shop Wi-Fi
Email Hijacking Compromised accounts Business email
DNS Spoofing Fake DNS responses Fake sites u? redirect
HTTPS Spoofing Fake certificates Banking websites

dixdfds Gelsel - Wi-Fi Attack:

1. sHelsdi fake "Free_WiFi" hotspot 6idid &

2. Victim malicious network 12l connect &1 €
3. oi¢ traffic HIsHRISdI HIRSd %1 &
4

. Passwords %4l sensitive data i1 &
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Prevention Measures:

e HTTPS GuaidI: Encrypted connections
e VPN Usage: ygiRI4 encryption layer
e Certificate Verification: SSL certificates check s2dl

e Secure Networks: Sensitive tasks Hi2 public Wi-Fi 210g

4432l Zls: "MITM gedial] Intercept s2, Messages 4 Tamper s2"

yed 3(a) OR [3 3fel]

Salami attack [d2i 4udi
%dIGi: Salami attack Hi detection 2104l HI2 gl accounts Hi2il 4i-] 2541 AiRAMI AHId .
Attack Mechanism:

e il 2sHi: Currency I fractions iRdl
e [den uid: ¢xi2i accounts - target s2d|
e Rounding Errors: Calculation differences i izl Gsladi

e Accumulation: il AilAI Hi2] 4] Gi-1d &

Gele2el: Banking system interest 4 nearest cent ¢l round s2 ©. HisHeIsdl @lvil accounts Hiall 6lis] 238l
fractions collect s2 ©.

4432 2ls: "Salami i1 gssi 2, HIZl 254 YUIR"

U 3(b) OR [4 d]ei]

Cyber bullying, Phishing, spyware i logic bomb -l ca11u11 211ui.

¥dIGL:
_IGE Il
Cyber Bullying Emotional distress U€l s2d online harassment
Phishing Sensitive information Hodgdi4i fraudulent Yic]
Spyware User activities 4 2Jud 2ld monitor s2dl software
Logic Bomb Issa conditions g2l trigger @idl malicious code

yed 3(c) OR [7 3yui]

Ransomware [del [Gadiyds x4l
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%dIGi: Ransomware victim -l files 4 encrypt s2 £ 244 decryption key Hi2 payment -l Hiol 52 ©.

Ransomware Attack Process:

Initial File Encryption Ransom Demand Payment

Ransomware MsIRi:

[

USIR dd

Crypto Ransomware Files 4 encrypt s2

Locker Ransomware System access lock s?

Scareware Fake threats

Doxware Data publication -l gus]
Attack Vectors:

¢ Email Attachments: g= documents

e Drive-by Downloads: Compromised websites

e Exploit Kits: Vulnerability exploitation

e RDP Attacks: Remote desktop compromise
Prevention Strategies:

e [dafid Backups: Offline data copies

¢ Security Updates: Vulnerabilities 4 patch s2di

 Email Filtering: g2 attachments 4 block s2dl

e User Training: Threats 4 Alnudl

e Network Segmentation: Spread A limit s2d
Impact Assessment:

o dlenslA 4saild: Ransom payments 44 downtime

e S2I Loss: siaM Hi2 encrypted files

o uldrsid q4saiid: Customer trust loss

e Operational Disruption: Business shutdown

42l gls: "Ransomware uui2 Recovery A GIRGIIE S2, H¥G{d Response wigfaA"

yed 4(a) [3 dyel]

No. 11/ 22
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Kali Linux 1 sigfuel € yonejd commands @vil

*dIGi:
Command siRl
Is Directory contents list s2dl
cd Directory (ieddl
pwd Working directory print s2di
mkdir Directory Gid199|
cp Files copy s?dI
nmap Network scanning

d4u3l 2ls: "Linux Commands Navigation A 2152 6iH1d &"

yed 4(b) [4 deI]

Zero day attack Geleel Al 4uwdi

DAY

%dI6i: Zero-day attack 4 4slid vulnerability i Guaiial 214 security patch Gudod 211 d Yddi gHdI S2 ©.

Zero-Day Timeline:

Zero-Day Attack Timeline

Day 0 Day 1-X Day X+1 Day X+Y

Vulnerability ereiij Attack 213 53 Vulnerability %12 53 Patch Refls 53

Exploit Gi-ice] Systems 18l dsi sai Patch Development Systems Hus2 sai

v

GeleRel - Stuxnet Worm:

* Target: g2i-] u2HiQ] YfdeiA]

e Exploit: Windows zero-day vulnerabilities

No. 12 / 22



ol (s 2] 2Aal (S(F2d sikfoisal (4361601) - €101 2024 GSd by Milav Dabgar

e Impact: Centrifuges 4 ciilds 4s2ii

e Duration: 2iigla d uddi HI&H1A1 el 2z
alaleisdiuii:

e slid Vulnerability: ¢id-1 patches -zl
o Gy As0dI €2; si defenses diR H2il
o [Sudl: Dark markets Hi Hig

o HAilEd viyPeu: 2lied ugsl patch g w12

43l Zls: "Zero-day sig 10 d uddi HiAT s2"

yed 4(c) [7 2]
Remote Access Tools #4414l 24 Sdl 2ld aH1uel RAT 2il system < 281e1 s3] 21514 &?

%di6i: Remote Access Tool (RAT) 21 computer systems 41 remote control 1 42l 2410 8, gefldiz gediyds auzi

\

.

RAT Functionality:

Attacker
v
RAT Server on
File Access Screen Keylogging Camera/Mic System
/1M1 RATs:

RAT 14 Features Detection y25dl
DarkComet 2iygef system control HeY

Poison lvy Stealth operations Gy

Back Orifice Windows targeting A1l

NetBus AR\ interface A1l

RAT Infection ugldi:

e Email Attachments: Trojanized files
* Software Bundling: siz£2 software i guidd

¢ Drive-by Downloads: g websites
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e Social Engineering: duzi2isdixi installation 412 ©d2d|
Yrail RJeUAIII:
2sl[sd vadi:

e Antivirus Software: Real-time scanning

e Firewall Rules: ¥4-[€isd connections - block s2dl

* Network Monitoring: 2421141 traffic detect s24dI

e System Updates: Vulnerabilities 4 patch s2d
adejsla uaidi:

e Email a1ggai4l: Attachments A verify s2di

e Download Sources: Hi>l [+ sites diud]

e [dafid Scans: 14id2 malware checks

e User Training: Threats 4 ]
Detection I 2i5dl:

o ¢l Performance: 411H1= system lag
e Network Activity: 2i-uf&id connections
* File Changes: cicdidd] 12id 4d] files
o [GRIx adH: >1ulgid system actions
Incident Response:
1. System 4 Isolate s2d; Network il disconnect s2q
2. YrIdl Document s2dl: £% activity record s2dil
3. System I sq; RAT 4 2iyel remove s29
4. Data Restore s2q; s backups Hieil
5

. Security 4¥6jd s2dl: Defenses ygirdl

44zl gls: "RATS g22il Access s?, H¥0{d Response wigfA"

Med 4(a) OR [3 3[el]
Hacking du% Blackhat 2i4 White hat hacker [dei sHi 4uwdi

¥dIGL:
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216€ Qv
Hacking Systems 42id1 networks Hi 2A4[€isd udel Hagdi
Black Hat dHIféd &g 12 g hackers
White Hat Security ygiRdiMi HeE s2d Alds hackers
dar:

&g White hat Mee s2, Black hat 4s?ii4 s2
o lEisddi: White hat 4 permission sl &

* &d: White hat j2&1l 241, Black hat exploit 52

42l 2ls: "Hats 2121 »1@21 Hacking 2di g21d &"

U2 4(b) OR [4 de1]

Port Scanning 2 &? sigfuel 6i Port Scanning techniques 3414l

%dIGi: Port scanning A target systems U2 open ports 44 services 2Ii¢l ©.

Port Scanning Techniques:
Technique ugld Stealth Level
TCP Connect 2iyel connection 1] stealth
SYN Scan e-uied connection Ge2il stealth

TCP Connect Scan:
e 2jypl TCP handshake ygi s2
o [duy-la vl uddigdel detect a1
e Target systems gl log 21
SYN Scan (Half-Open):
e SYN Hisd, SYN-ACK &\, RST Hisd

e Stealthy, geilaiR unlogged

e Connect scan sadi 2sul

43 gls: "Port Scanning [Ji22H Services 4 Probe s2"

yed 4(c) OR [7 djel]

Hacking Hi24] ul51 [Gadiyds 21mmdl
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%dl6d: Hacking i 2A4[€isd system access Hoddl Hi2 cidfald Uid-doissiH] ugld 244212 .

Hacking 1 vi¥ doissi:

Information Gathering

Scanning

Gaining

Maintaining Access

Covering Tracks

deissil [daidi:
1. Information Gathering (Reconnaissance):
e Passive: OSINT, social media research
e Active: Network queries, DNS lookups
* Tools: Google dorking, Whois, social engineering
2. Scanning:
e Network Scanning: Live hosts 2ligd
e Port Scanning: Open services 2li€id|
* Vulnerability Scanning: Weaknesses 1i0uid|
e Tools: Nmap, Nessus, OpenVAS
3. Gaining Access:

 Exploit Vulnerabilities: 2ii¢ii2idl weaknesses diudi
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e Password Attacks: Brute force, dictionary
e Social Engineering: Humans 4 manipulate s2d
® Tools: Metasploit, custom exploits
4. Maintaining Access:
e Install Backdoors: 2idd access ¥[4[gid s2dl
e Create User Accounts: £41d administrator
* Rootkits: ¢I1¥3] guigal
e Tools: Netcat, custom backdoors
5. Covering Tracks:
* Log Deletion: yidi g2 s2d
* File Hiding: g% files gulgdl
e Process Hiding: diddI programs gulddi

® Tools: Log cleaners, steganography

([Ga1dd1R ulSau1 Flow:

deissi ug[dii
Reconnaissance Passive info gathering
Scanning Active probing
Gaining Access Exploitation
Maintaining Access Persistence

Covering Tracks Evidence removal

SIAEAR vs dRsIAEAR Hacking:
e Ethical Hacking: »i(éisd penetration testing
e Malicious Hacking: i[€isd 3J-i{dd ug[d

e Bug Bounty: siki£aiR vulnerability discovery

\

4432 Zls: "Hackers duial s2, Scan s2, udel Had, ¥10d, guig"

yed 5(a) [3 del]

AHY
[Eaii/sallsal
sdlisi/(gai
MlA2i/salsi
g

SdIS]

Locard's principal duii 14 d 214612 s1gH 2112l 5dl 2d 2icildd & d 2axmal?

N .

%dI6i: Locard's Principle sé © & "e2s 2ius [Hell4 IS " - forensic science i ynayd [Rigid.

Digital Application:

No. 17 [ 22
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e Log Files: [2i2eH udfdAi record 21y &
e Network Traffic: Communication traces
e File Metadata: 6id192, $251241 A4

e Memory Dumps: Runtime evidence

Cybercrime 12 2iciu:
[S/R¥ed wgldni electronic traces GiHid & ¥ [Gedver s34 investigators 2J-1fdd udfdiAi4 yd[Huier s3l eis ©.

443l gls: "Locard I sidgl: @122 Logs oIS 8"

ud 5(b) [4 d1e1]
Software forensics 87 d 1612 s1guui 5dl dd Adield 2inl 25 8?

%diGi: Software forensics 21 authorship -ssl s2dl, plagiarism detect s2di, 242id1 malicious code -l dula s2d
software artifacts 4 [deduel s2 ©.

Software Forensics Applications:

Application éq Cybercrime Guaid|
Code Analysis Programmer i0ud| Malware attribution
Binary Analysis Reverse engineering Attacks dHdl
License Compliance Software piracy IP theft cases
Plagiarism Detection Academic integrity Copyright violation

Cybercrime Investigation Hi AldIgI:

e Malware Attribution: Code A specific authors 218 link s2q
e Attack Reconstruction: Attacks sdl 2ld 211 d 249
e Evidence Collection: [S[¥2d proof ¥isfid s:al

e Pattern Recognition: y-2iafdd 242111 Al

Med 5(c) [7 3[el]
Drive imaging, Chain of custody ¥id hash values [Gadiyds 21udl.

¥dIGi:

Drive Imaging:
Storage device 4 aiilds bit-by-bit copy ¥ deleted files 24 slack space d[&d cigli S2l 1ud .

Imaging Process:
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Original Drive

v

Imaging Tool

v
v

v

Analysis

Chain of Custody:

Y1914 seizure il court presentation ¢l handling track s2g documentation.

Chain of Custody Elements:

Element

siel

IRTH

Hash Values:

[Go1di

y1di handle s2d] lsd
YId1- dei-

IRl A4 24

YRidI 224

Handling 4 sizel

sal integrity verify s2dl unique fingerprints ci-1ddi 21i(Gifds algorithms.

¥IMI Hash Algorithms:

Algorithm
MD5
SHA-1

SHA-256

Output Size GuId|

128 bits syl verification
160 bits Legacy systems
256 bits HIg[ds Hids

Forensic Implementation:

—_

. Image @eid1a4g: Bit-by-bit copy

. Hash Generate s24; Original drive hash calculate s24

. Integrity Verify s2dl: Image hash compare s29

2
3
4. Process Document s?dl: Chain of custody
5

. ¥y2feid Analysis: Copy U2 % siH 529

Digital Forensics Hi Hecd:

 Data Integrity: Y2141+l authenticity ((gid s2

e Legal Admissibility: Court verified yzid1 24lsi2

e Non-Repudiation: 21 »1uRaldd sidiq 2i1fGid s2

* Forensic Soundness: Y2idi-l ojeiddi F10d
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443 gls: "Drive Images [S[@2d S2i4 [A[@duwei Document 2"

yed 5(a) OR [3 afel]
Malware analysis I I dGiSSI¥iid gsHi 2uMal.

¥AdIGL:

Malware Analysis dGissI¥ii:

deissi CTEY duRidi Tools

Static Analysis Execution 9212 dul Hex editors, disassemblers
Dynamic Analysis Runtime behavior [H2laiel Sandboxes, debuggers
Code Analysis Source reverse engineer IDA Pro, Ghidra

Network Analysis Communications monitor Wireshark, tcpdump

43 gls: "Static, Dynamic, Code, Network - SDCN"

U2 5(b) OR [4 d)ei]
Network forensic 5dl 2d sii s ©?

%dici: Network forensics 21 security incidents Hl duli s2di network traffic 4 capture, record 214 analyze s2 ©.

Network Forensics Process:

Traffic Capture > Data > Analysis > Evidence > Reporting

Yy sIAT:
e Packet Capture: Network communications record s2di
e Protocol Analysis: Communication protocols -l dulai
* Flow Analysis: S2I movement patterns track s2di

e Content Inspection: Payload data 4 [dedyul

Tools ¥4 Techniques:

Network Taps: Hardware monitoring

Packet Analyzers: Software inspection

Flow Collectors: Traffic summarization

SIEM Systems: Correlation 244 alerting
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yad 5(c) OR [7 djel]
Digital forensic investigation -l ufsa1 4udi

%didi: Digital forensic investigation A [S[®2a yidl collect, preserve, analyze 314 present sdl <idfR2d ugld
VAR ©,

Investigation Process dGiSSIl:

Presentation

v

A 4

Collection > Examination

A 4

Preservation Analysis

A 4

Identification

[Ga1aa12 uls:
1. Identification dcissi:
e Evidence Location: 2ici(dd [S[32d yidl eligil
¢ Scope Definition: duidi-l 2lM141 4ss] s2d]
e Resource Planning: sH1313i 244 tools allocate s2dl

e Legal Considerations: %33 warrants GITe]

2. Preservation dGissi:

Scene Securing: Y21di contamination +2siqd|

System Isolation: Networks 2/l disconnect s29

Evidence Documentation: si2ilis ¥4 catalog

Chain of Custody: Documentation trail 2i13 sdl
3. Collection dcissi:

e Imaging Process: Forensic copies Gididd]

e Hash Generation: S2 integrity j(4(gid s2d

e Metadata Capture: File properties record s=di

e Live Data Collection: Volatile information capture s2di
4. Examination dGissi:

* Data Recovery: Deleted files retrieve s2dl
e File System Analysis: Storage structures -l dui
e Timeline Creation: Event sequence 22[ud s2q
e Keyword Searching: 2ici[éid content 2li¢id]

5. Analysis dGissi:
e Evidence Correlation: 2iciléid findings link s2dl

e Pattern Recognition: Trends Ainuid]

e Hypothesis Testing: Theories validate s2dl
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¢ Timeline Analysis: Events reconstruct s2dl
6. Presentation deissi:

® Report Writing: Findings document s2di
 Evidence Preparation: Court 412 organize s2d|
e Expert Testimony: si-i-l sididiélHi present 2

e Visualization: Demonstrative aids 4194l

Investigation [Rigidi:

[Rigid qeid
Reliability Y141 ¢RIAI Sldl A
Repeatability ylRenHi reproduce @ 21s
Integrity 21 AHuRaldd =8
Documentation 2iyel 2s1S keeping

YU USsIRA:

e Encryption: Password-protected Sz

* Anti-Forensics: y2id1 uidal]l techniques
e Volume: Hi2] HixiHi S

e Technology: »ssueil ciedlidl systems

Best Practices:

e Standard Procedures: 22iftd protocols i4iRdl
e Tool Validation: Tested forensic tools diu:d|
e Continuous Training: Technology 2118l current 234
* Quality Assurance: Peer review processes
sl §Has:

e Evidence Rules: Admissibility requirements

Privacy Laws: S2i protection compliance

Chain of Custody: »ivis documentation

Expert Qualifications: Forensic examiner credentials

44l gls: "(S[Red duidt: A1au, A1d], AsBid s2i, dull, [Geduel s?i, 2% s2i"
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Court acceptance
Scientific validity
Legal admissibility

Audit trail
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