ved 1(H) [3 3jel]

Public key i Private Key cryptography d22idi dsidd iIui.

¥dIGi:

uIdi

Key Management
Key Distribution
Speed

Security Level

Gelsrel

Private Key Cryptography

¥is  key encryption/decryption Hi2
y=l&id channel %33

syl processing

key i 1ud il G

DES, AES

Huz2l 2ls: "Private Personal, Public Pair"

yed 1(cl) [4 d1er]

CIA Triad 24di.

¥dIGi:

CIA Triad i Hil&d] 28&ii-1 Ul & SHi 3.l Hu [gid] &

anlgfa:
CIA
Confidentiality Integrity
s2l alu-ladi s2l

2ol [FsYR2] 2d [S[F2d siletisai (4361601) - Gallal 2025 GSd by Milav Dabgar

Public Key Cryptography

@21 keys encryption/decryption Hi2
yl&id channel 331 42l

Private key s2di €Ml

aifeifds yretl Gy

RSA, ECC

Availability

[J2eH

e Confidentiality (21luslad): 521 ssd 2dsd duieisdizl Hi2 Gudcd i

e Integrity (AAvilSddi): S2i-] aiadi 244 2dyeidi s1nd

* Availability (Gudceldi): %32 US IR [Je2ri Guacel iy
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443 gls: "Can | Access" (Confidentiality, Integrity, Availability)

yed 1(s) [7 d1el]
Md5 dAeliReH1 ydidi 44mdi.

¥dIGi:

MD5 (Message Digest 5) 24 128-bit hash value Gi-1dd cryptographic hash function .

AUPIRYH YIdi:

waig ulsal

1 Padding

2 Length Addition

3 Initialize Buffers

4 Process Blocks

5 Round Functions
sis cdis:

# MD5 Processing Steps
def md5_ process():
# Step 1l: Padding

geid

message length = 448 (mod 512) ¢i-1ddl bits GHRal
4o message -l 64-bit length GH2d]

12 32-bit buffers (A, B, C, D) 22 s2dl

512-bit blocks 4i message process s2di

16 operations 1 4 rounds d@13] sdl

padded message = original + padding bits
# Step 2: Process in 512-bit chunks

for chunk in chunks:

# Step 3: Apply round functions

result = round functions(chunk)

return final hash

e Round 1: F(X)Y,Z) = (XAY) v (=XAZ)

® Round 2: G(X)Y,Z) = (XAZ) v (YA-Z)

e Round 3: H(X,Y,Z) = XeY®Z

e Round 4: I(X,Y,Z) = Yo(Xv-Z)

43l gls: "My Data Needs Proper Processing"

yed 1(s yadi) [7 d]ei]

RSA A1 2ligisi<l A1€] Gid1di. RSA AH@INRUHAI 221 dvuii.

¥dIGi:
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A Y

RSA 2ligsi:

e Ron Rivest (MIT)
e Adi Shamir (MIT)
e Leonard Adleman (MIT)

RSA AH@IIRaH ydldi:

udig wulsal Uk
1 Primes i€ s3I P, g (Hi2l primes) yai€ s
2 n dleidl n=pxq
3 ¢(n) A1e1ad] ®(n) = (p-1) x (g-1)
4 e yaic s2i ged(e, d(n)) = 1
5 daela?l dxe=1(mod ¢(n))
6 Encryption C=M7Ae modn
7 Decryption M = CAd mod n
Key Pairs:

e Public Key: (n, e)

e Private Key: (n, d)

443l gls: "RSA: Rivest Shamir Adleman"

yed 2(4) [3 del]
cIval HIui: Firewall. Firewall 4l saigiaiid] 21€] ciidi.

¥dIGi:

«Ivwl: Firewall 4 network security device & < yd-[AaiiRd 281 [AaHi-1 41412 AlddI/dI network traffic -
monitor - control s2 .

HATEIAI:
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yafel qgeid

AidRs ausli insider attacks eil aj2ail A1) 2isd] el

Application Layer application-specific attacks 214 Hai[Ed 28l
Performance network traffic ellM] s3] 215 ©

Configuration 12y setup 4 maintenance %33l

Encrypted Traffic encrypted content 4 A42s12s 2ld inspect s3] 2isdl el

342 2ls: "Fire Walls Limit Internal Protection”

yed 2(6l) [4 del]
IPsec Tunnel Mode 4 Transport mode < 25 s?i.
%dIGE:
IPsec Modes Comparison:
Transport Mode:
oSS T oo o oSS I +
| Ooriginal | IPsec | Ooriginal |

| IP Header| Header | Payload |
o mcconnons e omccomoo=e +

Tunnel Mode:

N e e . +
| New IP | IPsec | original | Original |
| Header | Header | IP Header| Payload |
O o R o +
Yy dsladi:
\llej Transport Mode Tunnel Mode
el $5d Payload 2iyel packet
Guid| End-to-end Gateway-to-gateway
Overhead AHIEY CBIE
IP Header PORIGEIDIC| 49 header Guy

443l gls: "Transport Travels, Tunnel Total"

ved 2(s) [7 3yel]
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[Gfde usi21 Active 214 Passive attacks  [d21ddI2 geid s2l.

¥dIGi:
Attack adils2ul:
Network Attacks
Active Passive Attacks
/ " \ / \
Modification Fabrication Interruption Eavesdropping Traffic Analysis
Active Attacks:
(3
UsiR qgeld Gelsel
Masquerade 2= entity i 4sdl 2ddiR Fake identity
Replay captured data A s?leil transmit s2q Session replay
Modification message content 4 G1€6q Data tampering
DoS service availability i g4s12 Server flooding

Passive Attacks:

Usi
Eavesdropping
Traffic Analysis

Monitoring

(3
qgeid

communications didng

communication patterns 4 analysis

network activity 4 observation

e Active attacks system resources 12idl data 4 modify s2 &

e Passive attacks Hifd] observe 244 collect s2 &

e Detection: Active attacks passive s2di g¢ii2 detect 21 &

qu3l 2ls: "Active Acts, Passive Peeks"

yed 2(A yHadl) [3 d1el]

Y

Data theft

Privacy breach

Information gathering

caIvll AA1Yi: Digital Signature. Digital Signature i [dfda i@seld sl i s2i.

¥dIGi:
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«IIwl: Digital Signature 4 cryptographic technique © < public key cryptography -1 Guaiaieil digital
messages A2dl documents il authenticity 244 integrity 4 validate s2 .

vild@seald &idii:
il
E-commerce
Banking
Government

Healthcare

Legal

Guaidl

Online transactions, contracts
Electronic fund transfers, cheques
Digital certificates, 2sI2l documents
Patient records, prescriptions

Electronic contracts, court documents

43 gls: "Digital Documents Demand Authentic Approval"

Mo 2(61 AHadl) [4 d1e1]

HTTP 34 HTTPS 42l dsldd Ji1ui.

*dIG:
vanilz? HTTP HTTPS
Y&l sig encryption el SSL/TLS encryption
Port 80 443
Protocol Hypertext Transfer Protocol HTTP + SSL/TLS
s21 8l Plain text Encrypted
Authentication Server verification il Server certificate validation
Speed gel1R 235Ul 2is] &M
URL Prefix http:// https://
digld:
HTTP:
Client ----Plain Text----> Server
HTTPS:
Client ----Encrypted----- > Server

<---Certificate----

443l gls: "HTTPS Has Security"
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Med 2(s AddI) [7 dfe1]

vl AIi: Malicious software. Virus, Worm, Keylogger, Trojans 4 [doiddiR 44dl.

¥dIGi:

@l Malicious software (Malware) 24 id1 software € % computer systems A 4si4 Ugidisdl, exploit s2dl
¥eld1 unauthorized access HOddl Hi2 design sdIMi AId €.

Malware A1 UsI?i:

UsiR aael

Virus Host file %32

Worm Self-replicating
Keylogger Keystrokes record s2
Trojan Legitimate d2ls disguise

[GardarR ewgd'l:
Virus:

e Execute 2dI Hi2 host program 33|

e Infected files gl2I spread &1

e Data corrupt 212 d| delete sl 25
Worm:

e Self-propagating malware

e Network vulnerabilities exploit 52

e Network bandwidth consume s2
Keylogger:
e User keystrokes record s2

 Login credentials capture s2

e Hardware #424i software-based si¢f 215
Trojan:

o Legitimate software d2ls w2
e Remote access HI2 backdoor cidid

e Self-replicate &g -eil

[3

ddd

Programs 12l attach @12, execute adi spread 2
Networks gl2l 2dd> 2ld spread @12

Passwords i sensitive data steal 2

Attackers 4 backdoor access 311U

43 gls: "Viruses Visit, Worms Wander, Keys Captured, Trojans Trick"

No. 7 /26



2ol [FsYR2] 2d [S[F2d siletisai (4361601) - Gallal 2025 GSd by Milav Dabgar

yed 3(H) [3 d1el]
vl AH1Yi: Cybercrime. Cyber Law -l %3Rdi [Gei ui s?i.
¥dIGI:

«vl: Cybercrime 21 computers, networks 242id digital devices A tools 212id targets d?1s Guaiial s214 sdHi
19d] fdifed ugfd .

Cyber Law -l %3R1di:

*3Rauld Ax2l

siqdl Hio] Cyber vAuRigl-] 2uw vl 2211Ud s2dl
dldsizail afidnifds allviAiMi -l el

yeidi Digital evidence collection Hi2 guidelines
%1 Cybercriminals 112 deterrent y2idi

Y&l ifsdold A4 ISl uAldsiRi :adel

43l gls: "Cyber Laws Create Legal Protection”

y2d 3(Gl) [4 dfei]
Cyber spying 14 Cyber theft audi.
¥dIGi:
Cyber Spying:
* cJIul: Digital communications 44 activities 1 unauthorized surveillance
o ugldaii: Malware, phishing, social engineering
e da&i: Government, corporate secrets, personal data
e dR: National security threats, competitive disadvantage
Cyber Theft:

e cul: Digital assets 24241 information 4 unauthorized taking
e usIRl: Identity theft, financial fraud, intellectual property theft
o ygldaii: Hacking, social engineering, insider threats

e yReni: Financial loss, reputation damage

ddI sies:
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Cyber Spying
Information gathering
gleilair undetected
Long-term monitoring

Intelligence/espionage

43l gls: "Spies Spy, Thieves Take"

yed 3(s) [7 dpei]

Cyber Law -l saH 66 a4di.

¥dIGi:

SAH 66 - Computer Related Offences (IT Act 2008):

Yy 11l

v2I-sau
66(1)
66A
66B
66C
66D
66E

66F

[Ao1ddIR sURs:

AHYRAIY

cighiHladl/dzMUslell computer resource damage
VM-S g2l Hisddl

I2dI computer resource receive s2dl

Identity theft

Computer diu2l4 personation gll 9d2(Us]
Privacy 4 Gedeld

Cyber terrorism

SAH 66 HuA AHURILI:

¢ Hacking: Computer systems Hi unauthorized access

 Data Theft: y2ai-2il [d1 data steal »12id1 copy 29

e System Damage: Computer data destroy 12id alter s=29

* gl udel: Malicious code €vid 529

%33l dedi:

o AN AeHI4 AUl Dd(UsIHI 1€l

e yder: Hilds uzdi42il [
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Cyber Theft

Asset acquisition

Notice &i¢f 215

One-time 14| periodic

Financial gain

A

3 ay el € +I5 div Yyl €s
3 oy yel + €5

3 av +31 div el €s

3y +31 div ydl €s

3av +31 div el €s

3 oy + 32 divi Yl €s
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e dsald: System 42d| data - ¢If4 ueivisd]

e oeisiRl: Unauthorized access -l «1isiz]
siqdl Hinvj;:
e Cognizable: Police warrant [d-1 arrest s3] 215

 Non-bailable: Court i [ddsaifgeil bail

¢ Yeudl: Digital evidence court i admissible

43 gls: "Section 66 Stops Cyber Sins"

yed 3(4 aHadl) [3 dyel]
Cyber terrorism u%1di.

¥dIGi:

clvll: Cyber terrorism i 21¥s13, €lifiis 2idl duIRs gl HI2 o, [Aaiu AHdl 45 4l Hi2 digital
technologies 1 Guaiol .

aaell:
uiyy qeid
ag Critical infrastructure, government systems
ugld DDoS attacks, system infiltration, data destruction
vRell Political, religious, ideological goals
VAR Public fear, economic disruption, national security
Gelerell:

e Power grid Uz attacks
e Transportation system disruption

e Financial system targeting

43l gls: "Terror Through Technology"

yed 3(Gi ¥Hadl) [4 {ll?l]
Cyber bullying & Cyber stalking 214di.
$dIGi:

Cyber Bullying:

e IWL: 1414 harass, intimidate 42dl harm s?dl Hi2 digital platforms -1 Guaiol
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e \d2siM: Social media, messaging apps, online forums
e daiell: Repetitive, intentional harm, power imbalance
® AR Psychological trauma, depression, social isolation
Cyber Stalking:
o QWAL 1Y AHYdI emotional distress B~ s2¢ persistent online harassment
e ugldaii: Unwanted messages, tracking, identity theft

e Adfd: Long-term, continuous behavior

o siqdl: g jurisdictions Hi criminal offense

dal:
vy Cyber Bullying Cyber Stalking
2Adfe Episodes Persistent
gAYy Yuicd minors oiell Gue
vaell Social dominance Obsession/control
@agid Public/semi-public Private/public

4432l 2ls: "Bullies Bother, Stalkers Stalk"

Yed 3(5 ?J'I?.ICII) [7 QJL’.I]
Cyber Law Al saH 67 audi.

¥dIGi:

sdH 67 - viedld Hiféd] usifeid s2q (IT Act 2008):

Yy wdIdIgi:
sy [Gwa-a2q A%
67 Aedld Am2il usifeid s2dl Y2y €ifbd: 3 9v + 35 dIn €5
67A dlis auw M3l 5 oy el +310 @ivt €5
67B o110 AHedlddl Yo: 59y + 310 dIv, 21dds: 7 9 + 310 d1w
67C yegdl wdiciel?l slksIyEdR content remove sdMi [Fvsadl
Yy dcdl:

SHH 67 - viedlddi:

* ysi2ld: Electronic form i Gudod s219q
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o [dya-aq;: siys, dlis 2uwe 2l

e HILAYH: Website, email, social media

e gRIEl: £2isid corrupt ¥4&idl deprave s2d-]
sdY 67A - dlis auwe:

o UM edlddl sdi ddIR N

e 2yw sexual content Hi2 clIus AdsI

 @gifds &g aggravating factor dz1$ 21ei1
Sd¥ 67B - Gll0 YRa&il:

o Gl 2114l HI2 @) Aedeilddl

e Possession i distribution 412 558 ¥dIGIEIR]

e ojcildl geliud] G AN

e Platforms Hi2 g asideil ¥3R1di
GudeGy GllY:

o dsnfds/[Riaileis &g

o sdlcHs dfeiddi -l &l-4Hi daig

o S2dis [Sau 1AM viIdail siaig

e Content -1 2aaild [G2i weisidi »1ciig
[S[2d y1a14] ¥3Raidi:

e Chain of custody -l x1xngeil

* ds-lsl aifeigddi 1 yziai

o Aid AHinw ygld]

e Electronic evidence o 2i&iel

4u3l gls: "Section 67 Stops Shameful Sharing"

yed 4(1) [3 d1el]
dsaidl usiRidl uyi s2i.

¥dIGi:

és2 gailsaer:
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USIR v2ell ugfeiil

White Hat Alds el ulaiel ui[dsd penetration testing
Black Hat gailadiyel eRiel dlRsIYER system breaking
Gray Hat RETRVETEITERY Unauthorized el non-malicious
Script Kiddie 1A /M 1@ tools i Guaial

Hacktivist Assla/241M1Rs iRl Hacking gi21 [dRig

([Aa1daIR usIA:

e White Hat: 4(ds hackers, ¥j2&il <i1gii[3s]
e Black Hat: 4sl 212idi 4s2I 2lieldi cybercriminals
e Gray Hat: Hlds 14 geifadiyel a2

4u3l Zls: "Hats Have Hacker Hierarchy"

yed 4(Gi) [4 d1ei]

RAT 4.

BdIGI:

RAT (Remote Administration Tool):

«IvAl: Software ¥ computer system 41 remote control Al 42l 241 &, gieildiz unauthorized access 412
gaiiadiyel 2ld Guaiial a1 8.

aaell:
sluR qeid
Remote Control vidrell 2iyel system access
Stealth Mode User detection 2il guiig
Data Theft s1gd access i transfer aHdii
Keylogging Keystroke recording
Screen Capture Desktop monitoring

/141 RATs:

e BackOrifice
e NetBus

e DarkComet
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e Poison lvy
Detection ugldii:

e Antivirus software
e Network monitoring
e Process analysis

e Behavioral detection

#4432l 2ls: "RATs Run Remote Access Tactics"

yed 4(s) [7 agel]
S[S2141 viy 22w AHAdl.
SdIGI:

vid-deissi-l 521 ugld:

Unsupported markdown: list ~ ——»| Unsupported markdown: list ~ ——»

Unsupported markdown: list ~ ——»f Unsupported markdown: list

— Unsupported markdown: list

([Ga1ddIR YaIdi:

deissi

&q
1. Reconnaissance Hil&dl vissilszel
2. Scanning Vulnerabilities Ainuid]
3. Gaining Access Vulnerabilities -1 gguaiol
4. Maintaining Access Add [F=ixel

5. Covering Tracks YRIdI gyl

deissi 1 - Reconnaissance:
Passive: %132 Hifd] 2Ass2el
Active: Y&l target interaction

dg: Target infrastructure 4 mapping

dGissi 2 - Scanning:

ds-lsi

OSINT, Social Engineering

Port scanning, Network mapping
Password attacks, Code injection
Backdoors, Rootkits

Log deletion, Steganography

e Network scanning: Live system identification

e Port scanning: Service discovery

e Vulnerability scanning: Weakness identification

deissl 3 - Gaining Access:

¢ Exploitation: Vulnerability utilization
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e Authentication attacks: Password cracking

e Privilege escalation: Higher access levels
dcissi 4 - Maintaining Access:

e Backdoor installation: ci(dv) access
e System modification: Persistence mechanisms

e Data collection: Information harvesting
d6issi 5 - Covering Tracks:

e Log manipulation: Evidence removal
¢ File deletion: Trace elimination

¢ Timeline modification: Activity concealment

4u3] Zls: "Real Smart Guys Make Choices" (Reconnaissance, Scanning, Gaining, Maintaining, Covering)

yed 41 diad) [3 )]
Brute force attack 244i.
¥dIGi:

«IIwl: Brute force attack i trial-and-error ugld © % ci¢ll 2ci[dd combinations 4 cidfReid 2ld try s34
encrypted data 4 decode s2dl Hi2 GUiiol 21 ©,

daieli:
uiRj geld
ugld Exhaustive key search
HY Computationally intensive
Asudl aligal Ad] yer au daisdl
[agA Passwords, encryption keys
A8l Automated software

usil:

e Simple Brute Force: ci¢ll 2ici[dd combinations
e Dictionary Attack: 14I=I passwords

e Hybrid Attack: Dictionary + variations

43 gls: "Brute Force Breaks By Trying"
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yed 4( yHadl) [4 d1e1]

«JIull Vi Vulnerability, Threat, Exploit

¥dIGI:
yredl ulReini:
216€ vl Gelerel
Vulnerability System/software Hi 4cialef Unpatched software bug
Threat Asset 12 dici[dd WdR] Malicious hacker
Exploit Vulnerability 4i i€l Gsladi code Buffer overflow attack
Aciy:
Threat ----uses----> Exploit ----targets----> Vulnerability
| | |
v v v
Hacker Attack Code System Weakness
Gelsrell:

e Vulnerability: SQL injection wil
¢ Threat: Cybercriminal
e Exploit: SQL injection payload

SIuiH Yi:
Risk = Threat x Vulnerability x Asset Value

43l Zls: "Threats Target Vulnerable Exploits"

e 4(s AddI) [7 dfe1]

kali Linux 1 sigfuel sl sl-s Geleel AHld 24dl.
SdIGi:

B1geAys Kali Linux sHi-s:

1. NMAP (Network Mapper):

# Port scanning
nmap -sS target ip
nmap -A -T4 192.168.1.1
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[Gscu éq Gelezel

-sS SYN scan nmap -sS 192.168.1.1

-A Aggressive scan nmap -A target.com

-p Specific ports nmap -p 80,443 target.com
2. Metasploit:

# Metasploit 213 S?i

msfconsole

# Exploits ENEY

search apache

# Exploit Gualdl s?i

use exploit/windows/smb/msl7 010 eternalblue

SHI-S:
e search: Exploits/payloads ellgdi
e use: Module ui€ 529
e set: Options configure s2di
o exploit: Attack did s2d

3. Wireshark:

# Command line version
tshark -i ethoO
# Traffic filter S2l
tshark -i eth0 -f "port 80"
gluai:
e Packet capture: Real-time network monitoring
e Protocol analysis: Deep packet inspection
e Filter options: Targeted traffic analysis
e GUI interface: User-friendly analysis

adii-l sHi-s:

4. Hydra (Password Cracking):

hydra -1 admin -P passwords.txt ssh://192.168.1.1

5. John the Ripper:

john --wordlist=rockyou.txt hashes.txt
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6. Aircrack-ng (WiFi Security):

airmon-ng start wlanO

airodump-ng wlanOmon

SHIS $2212155:

s20121

Network Scanning

Vulnerability Assessment

Exploitation
Password Attacks

Wireless Security

Al

nmap, masscan
OpenVAS, Nessus
Metasploit, SQLmap
Hydra, John

Aircrack-ng

43l 2ls: "Network Maps Make Security"

yed 5(H) [3 djel]

Digital Forensics <l 2ivi1i] 3[R cididi

¥dIGi:

Digital Forensics 21uiIii:

21wl

Computer Forensics
Network Forensics
Mobile Forensics
Database Forensics
Malware Forensics
Email Forensics

Memory Forensics

([GeifNid [GadIRi:

e Cloud Forensics

¢ |oT Forensics

e Blockchain Forensics

sisd [dadiR
Desktop/laptop systems
Network traffic analysis
Smartphones/tablets
Database systems
Malicious software
Email communications

RAM analysis
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Host/port discovery
Security scanning
Vulnerability exploitation
Credential cracking

WiFi penetration testing

dldsel

Hard drive analysis
Intrusion investigation
Call logs, messages

Data integrity verification
Malware analysis

Email header analysis

Live system investigation
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43 gls: "Digital Detectives Discover Many Clues"

yed 5(61) [4 3]

Digital Forensics Hi disi$AI [GlAnad1 Rigid-l uai s2i.
SdI6i:

@isiS4i [AfAua Rigia:

Yo Rigid: "eas 2ius [Heil4 ©IS &

(S[¥2d vild@seald:

[S[¥2d ugfd oisdiHi 211dd [Fei-
File Access Access timestamps
Web Browsing Browser history, cookies

Email Communication
Network Activity

USB Usage

Headers, logs
Connection logs

Device artifacts

[S[2d yiai-i [Heni:
[Rizeu ad2:
e Registry entries: [d22H $25NR]
e Log files: ugfd 2si$2
e Temporary files: Process artifacts
e Metadata: sigd Hifddl
d2as ade:
e Router logs: Traffic records
e Firewall logs: Connection attempts
* DNS queries: Website visits
e Packet captures: Communication content
dM@seld ad:

e Browser artifacts: Web activity
e Application logs: Software usage
e Database changes: Data modifications

e Cache files: Temporary storage
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si(As dHARI:

Yyz1diq 22I4: s Aidl Gudcd
42l ids (a1 validation

Timeline ydfduier: ugfd s+

2iyel ol dail: (S(Fed [eli-i évell 2 RdcaHi ©

43 gls: "Every Exchange Exists Electronically”

yed 5(s) [7 d1el]

Digital Evidence 14ddl Hi21 Hecdl UdldiAl-] Al€]l ci-idi.

¥dIGi:

[S[2a yria1 2izaier ulsa:

Digital Evidence »> Identification Collection > Preservation > Analysis > Presentation
(3 . .
Hecqyel HR&il vaidi:
waig EDT éq Algdl
1. Al Aed(dd yia1 eligal Hausiel 4ss] s2dl g2y [3leie

2. eadidys:el
3. Addilsel
4. Imaging

5. Hashing

6. dAye

7. Chain of Custody

[Ga1daiR 2ieiel ugldi:

ciilds a0

e Power management: 2123 shutdown procedures

2y [doa1di record sdll
NI 25199

Bit-by-bit copy ci-1dd]
Integrity checks cid19di
Yrleld Y1a1 2

Handling 2didysel

e Hardware protection: Anti-static u2idi

o vyaigeily [Axer: diuyi4/c%

o udel uldeia: vfdsd sHUIRlAI Hi

ds?idid ieer:

e Bit-stream imaging: ¢ai¢ disk copies

Chain of custody ®1cnaq
HU([Sdd I s ad]

HO H1RI4Y

[Esddl usid]

©95891S A2s19d]

si4] adlsidl
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si2iuIgl, Hieli

Network disconnection
dd, FTK Imager

MD5, SHA-256
Write-protected media

Forensic forms
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Hash verification: 21vi(Sdd| yf®
Write blocking: 25121 212s19d

Metadata preservation: Timestamp j2&il

siqdl 2iaer:

gadidysel diell: [Go1ddIR 2sisy
Chain of custody: Handling log
wiHif@isdi: Y2191 usiiel

adlsiidI: sié ¥3[RuId)

2 YAIAI:

s2d| ¥q;

Y2191 A5 4sdi ci-1ddl
Forensically sound 1&idi Guaiio| s2q
e2s (81 digdl

Chain of custody ®uaq

Hash 12 dHvilSddi asidl

4 52d1 ¥4;

s€l 40 Y2141 U2 SIH 4 5S¢

seaq guel 210

Suspect systems 4 power on  s2dl
y21di4 modify 4 s2dl

Chain of custody disq 4¢l

sjeladi vidil:

As usiyeil ugld

Hash Validation Original vs copy 2RuiHeil
Tool Calibration Tool accuracy sidl
Process Review Procedures audit sdl
Documentation Check iyeidi Usiaidl

siqdl [Gu1Renil:

\ \
|

adlsiidl ¥3RaIdi: si die

]
[Arend 218il: dsHls] 21yl

Gd2-dId: Ulsl validation
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AHldd

yddi/ussl operations
Regular intervals
Case completion

€35 WId
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o diRQl AAUIEA: GLIdI 3 Y2 IA]

43l gls: "Proper Preservation Prevents Problems"”

Y- S(QH '\’Halcu) [3 3JE|]
Malware forensics 214%1dI.
SUIGI:

«Ivwil: Malware forensics Hi infected systems U2 d-i dd-, 40 44 414 d4¥dl HI2 malicious software o
analysis s2dHi 4414 ©.

Yy g2si:
€l2s geid
Static Analysis Execution [d-41 malware -l dui
Dynamic Analysis Controlled environment i malware adidq
Code Analysis Malware code 4 reverse engineering
Behavioral Analysis Malware actions -1 AcI

ulsar:

e Sample collection: Malware acquisition
¢ Isolation: Sandbox environment
® Analysis: Behavior observation

e Reporting: Findings documentation

43l gls: "Malware Makes Mysteries"

yed 5(Gi A1) [4 2]

Digital Forensics du1iHi yaid1 d2l§ CCTV 2il HI2 Hecd-] ejfdis] eigd © d 2umdl.
%dIci:

Digital Forensics Hi CCTV:

CCTV yRidid Hecu:
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ojfsisi qgeid

%Y gadldyswel did[ds €211 record s2
Timeline 221uI ug[d#l timestamps s2
Al ysieil Suspect images capture s2
2Au2 V1) Y214 1AI4 support s2

[S[2d yia1 i

dsHls] uidii:

Metadata preservation: Timestamp, camera ID, settings

Chain of custody: ¥j2(aid handling procedures

Format integrity: 3 file structure maintenance

Authentication: Digital signatures, hash values
siklRs yeu:
e Real-time documentation: Live incident recording
e Unbiased testimony: dif3s A&l
¢ High resolution: 2ux image quality
¢ Audio capture: ¢RIl sensory Yidi
Analysis ugldil:
e Frame-by-frame examination: [diddi2 scrutiny
¢ Enhancement techniques: Image improvement

e Comparison analysis: Multiple angle correlation

e Motion tracking: Subject movement patterns
siq] 2dlsiidI:

¢ Authenticity verification: Chain of custody
e Technical validation: Equipment calibration
e Expert testimony: Forensic analysis explanation

e Standard compliance: Industry best practices

43 gls: "CCTV Captures Criminal Conduct Clearly"

Y 5(s AHadi) [7 a‘ll?l]
Digital forensic dulidl dGissII AH¥dl.

¥dIGi:
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Digital Forensic dula ulsai:

‘ Incident Response H Evidence H Evidence Collection H Evidence H Evidence Analysis H Documentation H Presentation ‘

dcissidiR [defis-:

deissi éq ug[dii HIGay2

1. daiRl deuRdl 21U Tool setup, training Forensic kit

2. Al YRidId 224 Survey, documentation Evidence list

3. dye y191 Yifd Imaging, copying Digital copies

4. el 2ui[SddI sngeil Hashing, storage Verified evidence
5. [Gedvel s2l dyi Investigation, correlation Findings

6. Weq[d ulReiM Vel Reporting, testimony Final report

[G21darR deissi [Gedver:
dcissi 1 - daiRl:
e Tool readiness: Forensic software installation
e Hardware setup: Write blockers, imaging devices
e Documentation templates: Chain of custody forms

e Team preparation: Role assignments, training

Legal preparation: Warrant requirements, permissions
deissl 2 - Ainui:
® Scene survey: Evidence location mapping
e Device inventory: System identification
e Volatile evidence: Memory, network connections
e Priority assessment: Critical evidence first
* Photography: Scene documentation
deissl 3 - diye:
e Live system analysis: Memory acquisition
¢ Disk imaging: Bit-for-bit copies
¢ Network evidence: Log files, packet captures
e Mobile devices: Physical/logical extraction

e Cloud evidence: Remote data acquisition

deissi 4 - d&el:
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e Hash generation: MD5, SHA-256 checksums
e Write protection: Hardware/software blocking
e Storage security: Tamper-evident containers
e Chain of custody: Handling documentation
e Backup creation: Multiple evidence copies
deissi 5 - [dedvel:
¢ File system examination: Directory structure analysis
e Deleted data recovery: Unallocated space searching
e Timeline creation: Event chronology
¢ Keyword searching: Relevant content identification
e Pattern recognition: Behavioral analysis
doissi 6 - Hadq/d:

® Report writing: Findings documentation

Visual aids: Charts, diagrams, screenshots

Expert testimony: Court presentation

Peer review: Quality assurance

Archive maintenance: Case file storage
2Ars Y2AIA:
ds-ls] gieil:

¢ Tool validation: Regular calibration
e Methodology consistency: Standard procedures
e Quality control: Verification checks

¢ Documentation completeness: Detailed records

siqdl S3R1dI:

Admissibility standards: Court requirements

Chain of custody: Unbroken documentation

Expert qualifications: Professional certification

e Cross-examination preparation: Defense against challenges

speiadi viddl:
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As uig2 usieil
Evidence integrity Hash comparison
Tool reliability Calibration tests
Process compliance Standard adherence
Report accuracy Peer review

AMIR USSIRA:

Encryption: Data protection barriers
Anti-forensics: Evidence hiding techniques
Volume: Large data sets

Volatility: Temporary evidence

Legal complexity: Jurisdiction issues

Asudidl uReini:

Systematic approach: Methodical investigation
Technical expertise: Skilled personnel

Proper tools: Adequate resources

Legal knowledge: Compliance understanding

Documentation discipline: Thorough records

gadidysel
Verification logs
Certification records
Procedure checklists

Review signatures

q4u3l Zls: "Proper Planning Prevents Poor Performance" (Preparation, Preservation, Processing,
Presentation, Proof)
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